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Foreword

The character of warfare is changing in fundamental ways and the ramifications of these
changes are especially profound for air power. Multi-domain integration prepositions a
sequence of transformations for air—and, increasingly—space power over the coming
years which relate not only to technology but to the strategic and operational concepts
that air forces are organized by and conduct their planning and operations through.

The impending—and inevitable—movement towards multi-domain operations ap-
pears to be such a glaringly logical evolution for air power that it may provoke the
question: Why were we not thinking and developing operating concepts along these
lines much earlier? After all, the search for optimization, operational synergies and
economy of force is enduring in air power. It may be argued that air forces and its sister
services have in fact attempted to operate in the multi-domain context, in some way or
form, over the years. However, efforts to generate the operational synergies and effects
across a multi-domain battlespace at a force-wide or even theatre-wide level proposed
by early concept of operations (CONCOPS) for multi-domain operations (MDO) are un-
precedented.

Constructs such as Joint All Domain Command and Control (JADC2) articulate a combat
cloud-enabled future of warfare where the mission command and battlespace man-
agement are effectively implied across the fighting force and where the observe-ori-
ent-decide-act (OODA) loop is expedited to the speed of edge computing. Sensor and
communications networks determine the functional capacity of the air force to under-
take almost the entire spectrum of its traditional mission profiles. Data and data flows
will become more critical than—and effectively the strategic enabler of—the air force’s
traditional reliance on freedom of maneuver. Air power will increasingly become about
networks rather than platforms and data rather than weapons systems.

Mission success and failure has always been dictated by the level of situational aware-
ness available to commanders and operators. In emerging operational paradigm, the
air force’s ability to collect, process, and exploit data in near real-time speeds effectively
makes data the greatest tool and the most coveted weapon. The gathering, processing,
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aggregation, analysis, fusion and dissemination of immense amounts of data, informa-
tion and knowledge will need to occur as fast as the speed of events in contested bat-
tlespaces of the future. The digitization of warfare now underway will lead to an adop-
tion of 'big data’ into operational processes broadly in the next few years. The space
domain will have a significantly enlarged role to play in enabling continuous, assured
and secure communications on a global scale, used as a transportation layer for such in
addition to its more traditional utilization for long-range surveillance.

The pursuit of information dominance will extend the competition continuum in new
and uncertain ways across the physical, electromagnetic and virtual worlds. New risks,
vulnerabilities and failure points will be introduced as air forces develop their usage of
combat clouds with embedded artificial intelligence (Al) tools and applications. The
collection of articles and insights from leading thinkers around world in this publication
provide in-depth perspectives on some of the most pertinent issues for the framing
and conceptualization of multi-domain integration and information superiority in air
power. The perspectives and discussions featured here reflect the most current think-
ing on and for a variety of strategic, command and operational levels of consideration
which readers will find enriching for their broader understanding.

The expert outlooks featured here are neither optimistic nor pessimistic in them-
selves—what is confirmed, as we would expect, is that various new technology-en-
abled ‘leap-ahead’ opportunities are forming over-the-horizon but their effective ex-
ploitation bring complex and disruptive new challenges. Highlighting some of these
key challenges and the need for these to be better understood, there are, as is usually
the case, no quick fixes or readily available solutions. However, there are compelling
reasons to assume that the numerous challenges foreseen today appear to be theoret-
ically and technically surmountable — some even within the coming few years. Among
the many uncertainties that exist about the future, what can be said for certain is that
air power will be radically redefined.

Sabahat Khan PMP MA BA PgDip PgCert
Independent Advisor
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The Al Wave
and the Future of Airpower

Dr. Michael Raska

Assistant Professor, S. Rajaratnam School of International Studies

n the 2020s, airpower debates increasingly focus on the impact of emerg-

ing technologies on defense innovation and future character of warfare.

The convergence of advanced novel technologies such as artificial intelli-
gence (Al) systems, robotics, additive manufacturing (or 3D printing), quantum
computing, directed energy, and other disruptive’ technologies, defined under
the commercial umbrella of the 4™ Industrial Revolution (4IR), promises new
and potentially significant opportunities for defense applications and, in turn,
for increasing one’s military edge over potential rivals. Much of the current de-
bate arguably portrays the “next-frontier” technologies as synonymous with a
“discontinuous” or “disruptive” military innovation in the character and conduct
of warfare—from the “industrial-age” toward “information-age warfare” and
now increasingly toward “automation-age warfare” (Raska, 2021). For example,
advanced sensor technologies such as hyperspectral imagery, computational
photography, and compact sensor design aim to improve target detection, rec-
ognition, and tracking capabilities and overcome traditional line-of-sight inter-
ference (Freitas et al,, 2018). Advanced materials such as composites, ceramics,
and nanomaterials with adaptive properties will make military equipment light-
er but more resistant to the environment (Burnett et al, 2018). Emerging pho-
tonics technologies, including high-power lasers and optoelectronic devices,
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may provide new levels of secure communications based on quantum comput-
ing and quantum cryptography (lISS, 2019).

The convergence of emerging technologies—i.e. robotics, artificial intelligence
and learning machines, modular platforms with advanced sensor technologies,
novel materials and protective systems, cyber defenses and technologies that
blur the lines between the physical, cyber, and biological domains, is widely
seen as having profound implications on the character of future warfare. In the
context of airpower, the application of novel machine-learning algorithms to di-
verse problems also promises to provide unprecedented capabilities in terms of
speed of information processing, automation for a mix of manned/unmanned
weapons platforms and surveillance systems, and ultimately, command and
control (C2) decision-making (Horowitz, 2018; Cummings, 2017).

Large military-industrial primes are no longer the only drivers of
technological innovation; instead, advanced technologies with
a dual-use potential are being developed in the commercial sec-
tors and then being ‘spun on’ to military applications.

Notwithstanding the varying strategic contexts, however, the diffusion of these
emerging technologies is also prompting theoretical and policy-prescriptive
questions similar to those posed over the past four decades: Does the diffusion
of emerging technologies really signify a'disruptive’shift in warfare, or is it a mere
evolutionary change? If emerging technologies stipulate a disruptive change in
warfare, what are defense resource allocation imperatives, including force struc-
ture and weapons procurement requirements? How can military organizations,
including air forces, exploit emerging technologies to their advantage? Further-
more, how effective are emerging technologies to counter security threats and
challenges of the 21 century, characterized by volatility, uncertainty, complex-
ity, and ambiguity?



The Al Wave and the Future of Airpower

STRATEGIC ENVIRONMENT

Informational Military
Economic Political
Social Technological

Cultural

CHANGING CHARACTERISTICS OF WARFARE

“MILITARY RESPONSE .

Technological Conceptual

oo
TRANSFORMATION

Four Decades of Disruptive Narratives

Driven largely by the quantum leaps in information technologies, the trajectory
of disruptive’ military innovation narratives and debates have been defined in
the context of [T-driven Revolution in Military Affairs (IT-RMA), which have pro-
gressed through at least five stages: (1) the initial conceptual discovery of the
Military-Technical Revolution by Soviet strategic thinkers in the early 1980s, (2)
the conceptual adaptation, modification, and integration by in the U.S. strategic
thought during the early 1990s, (3) the technophilic RMA debate during the
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mid-to-late 1990s, (4) a shift to the broader “defense transformation”and it par-
tial empirical investigation in the early 2000s, and (5) critical reversal questioning
the disruptive narrative from 2005 onwards (Gray, 2006). Since the mid-2010s,
however, with the accelerating diffusion of novel technologies such as Al and
autonomous systems, one could argue that a new AI-RMA—or the sixth RMA
wave—has emerged (Raska, 2021).

In retrospect, however, the implementation of [T-RMA over the past four decades
has also arguably followed a distinctly less than revolutionary or disruptive path,
consisting of incremental, often near-continuous, improvements in existing capa-
bilities (Ross, 2010). While major, large-scale, and simultaneous military innovation
in defense technologies, organizations, and doctrines have been a rare phenome-
non, military organizations have largely progressed through a sustained spectrum
of military innovations ranging from small-scale to large-scale innovation that
shaped their conduct of warfare (Goldman, 1999). While many military innova-
tions during this era, such as concepts of Network-Centric Warfare, have matured,
the ambitious narratives of impending disruptive military transformation” have
nearly always surpassed available technological, organizational, and budgetary
capabilities. Moreover, the varying conceptual, technological, organizational, and
operational innovations focused primarily on integrating digital information tech-
nologies into existing conventional platforms and systems (Raska, 2016).

Both state and non-state actors may use this so-called adversar-
ial machine learning to deceive opposing sides, using incorrect
data to generate wrong conclusions, and in doing so, alter the
decision-making processes.

For example, in the U.S. strategic thought, the narratives of disruptive military in-
novation have gradually waned from 2005 onwards with operational challenges
and experiences in wars in Irag and Afghanistan. More critical voices pointed
toward unfulfilled promises of disruptive’defense transformations. The rationale
for ‘'new way of thinking and a new way of fighting’ justifying virtually every
defense initiative or proposal, signaled disorientation rather than a clear strat-
egy (Freedman, 2006). Defense transformation sceptics also cautioned about
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the flawed logic in solving complex strategic challenges through technology,
while discarding the adaptive capacity of potential enemies or rivals. In short,
disruptive narratives of impending defense transformations have turned into an
ambiguous idea, propelled by the budgetary requirements and unrealistic ca-
pability sets rather than actual strategic and operational logic (Reynolds, 2006).

Why the Al-Wave Differs?

The new ‘Al-enabled’ defense innovation wave, however, differs from the past
IT-led waves in several ways. First, the diffusion of Al-enabled military innovation
proceeds at a much faster pace, through multiple dimensions, notably through
the accelerating geostrategic competition between great powers—the Unit-
ed States, China, and to a lesser degree Russia. Strategic competitions between
great powers are not new; they have been deeply rooted in history—from the
Athenian and Spartan grand strategies during the Peloponnesian War in the
third century BCE, to the bipolar divide of the Cold War during the second half
of the twentieth century. The character of the emerging strategic competition,
however, differs from analogies of previous strategic competitions. In the 21+
century, the paths and patterns of the strategic competition are more com-
plex and diverse, reflecting multiple competitions under different or overlap-
ping sets of rules in which long-term economic interdependencies co-exist
with core strategic challenges (Lee, 2017). In a contest over future supremacy,
however, technological innovation is portrayed as a central source of interna-
tional influence and national power—generating economic competitiveness,
political legitimacy, and military power (Mahnken, 2012). Specifically, for the first
time in decades, the US. faces a strategic peer-competitor, China, capable of
pursuing and implementing its own AI-RMA. Accordingly, the main question is
not whether the AI-RMA wave is ‘the one’ that will bring about a fundamental
discontinuity in warfare, and if so, how and why? Instead, it is whether the U.S.
AlI-RMA can be nullified—or at least weakened—by corresponding Chinese or
Russian AI-RMAs? In other words, the margins of technological superiority are
effectively narrowing, which effectively accelerates the strategic necessity for
novel technologies as a source of military advantage.

11
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The convergence of emerging technologies—i.e. robotics, artifi-
cial intelligence and learning machines, modular platforms with
advanced sensor technologies, novel materials and protective sys-
tems, cyber defenses and technologies that blur the lines between
the physical, cyber, and biological domains, is widely seen as hav-
ing profound implications on the character of future warfare.
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Second, contrary to previous decades, which, admittedly, utilized some dual-use
technologies to develop major weapons platforms and systems, the current
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Al-enabled wave differs in the magnitude and impact of the commercial-tech-
nological innovation as the source of military innovation (Raska, 2020). Large
military-industrial primes are no longer the only drivers of technological inno-
vation; instead, advanced technologies with a dual-use potential are being de-
veloped in the commercial sectors and then being ‘spun on’to military applica-
tions. In this context, the diffusion of emerging technologies, including additive
manufacturing (3D printing), nanotechnology, space and space-like capabilities,
artificial intelligence, and drones, are not confined solely to the great powers
(Hammes, 2016). The diffusion of Al-enabled sensors and autonomous weapon
systems is also reflected in defense trajectories of select advanced small states
and middle powers such as Singapore, South Korea, Israel, and others. These
have now the potential to develop niche emerging technologies to advance
their defense capabilities and their economic competitiveness, political influ-
ence, and status in the international arena (Barsade and Horowitz, 2018).

Third, the diffusion of autonomous and Al-enabled autonomous weapons sys-
tems, coupled with novel operational constructs and force structures, challenge
the direction and character of human involvement in future warfare—in which
algorithms may shape human decision-making, and future combat is envisioned
in the use of Lethal Autonomous Weapons Systems (LAWS). Advanced militar-
ies, including air forces, are experimenting with varying man-machine technol-
ogies that rely on data analytics and automation in warfare. These technologies
are increasingly permeating future warfare experimentation and capability de-
velopment programs (Jensen and Pashkewitz, 2019). In the U.S., for example,
select priority research and development areas focus on the development of
Al-systems and autonomous weapons in various human-machine type collabo-
rations—such as, for example, Al-enabled early warning systems and command
and control networks, space and electronic warfare systems, cyber capabilities,
lethal autonomous weapons systems, and others.

Al systems will be increasingly capable to streamline C2 and
decision-making processes in every step of the John Boyd’s Ob-
serve-Orient-Decide-Act (OODA) loop

13
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The convergence of the three drivers—strategic competition, dual-use emerg-
ing technological innovation, and changing character of human-machine inter-
actions in warfare propel a new set of conditions that define the AI-RMA wave.
Its diffusion trajectory inherently also poses new challenges and questions con-
cerning strategic stability, alliance relationships, arms control, ethics and gov-
ernance, and ultimately, the conduct of combat operations (Stanley-Lockman,
2021a). International normative debates on the role of Al systems in the use of
force, for example, increasingly focus on the diffusion of LAWS and the ability
of states to conform to principles of international humanitarian law. As tech-
nological advancements move from the realm of science fiction to technical
realities, states also have different views on whether the introduction of LAWS
would defy or reinforce international legal principles. Facing contending legal
and ethical implications of military Al applications, military establishments in-
creasingly recognize the need to address questions related to safety, ethics, and
governance, which are crucial to building trust in new capabilities, managing
risk escalation, and revitalizing arms control. Still, there is a tension between
how much defense ministries and militaries focus their ethics efforts narrowly
on LAWS or more broadly on the gamut of Al-enabled systems. Hence, militar-
ies, including air forces, need to track the evolving perspectives on Al and auton-
omy and debates on implications to the strategic and operational environment
of the 2020s and beyond (Stanley-Lockman, 2021b).

Implications for Airpower

At the operational level, air forces aim to accelerate the integration of varying
Al-related systems and technologies such as multi-domain combat cloud sys-
tems, which collect big-data from a variety of sources, creating a real-time op-
erational picture, and essentially, automate and accelerate command and con-
trol (C2) processes (Robinson, 2021). In doing so, Al-enabled combat clouds are
posed to identify targets and allocate them to the most relevant“shooters”in any
domain, whether airborne, surface or underwater—which some air forces con-
ceptualize as Joint All-Domain Command and Control (JADC2). Select air forces
are also experimenting with Al algorithms as 'virtual backseaters, which effec-
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tively control the aircraft’s sensors and navigation, finding adversary targets, and
in doing so, reduce the aircrew’s workload (Everstine, 2020). In this context, the
key argument is that advances in Al systems—~broadly programs that can sense,
reason, act, and adapt, including Machine Learning (ML) systems—algorithms
whose performance improves with increasing data interactions over time, and
Deep Learning (DL) systems—in which multilayered neural networks learn from
vast amounts of data—have the potential “to transform air combat operations
and the way airpower is conceived and used” (Davis, 2021).

Specifically, according to a recent RAND study (Lingel et al., 2020), there are cur-
rently six categories of applied Al/ML research and development that have im-
plications for future warfare, including airpower:

(1) Computer vision—image recognition—detecting and classifying objects
in the visual world that could be used to process multisource intelligence
and data fusion;

(2) Natural language processing (NLP)—ability to successfully understand
human speech and text recognition patterns, including translation, that
could be used to extract intelligence from speech and text, but also
monitor friendly communications and direct relevant information to alert
individuals or units in need:;

(3) Expert systems or rule-based systems—collecting large amounts of data
to recommend particular actions to achieve operational and tactical ob-
jectives;

(4) Planning systems—using data to solve scheduling and resource alloca-
tion problems, which could coordinate select air, space, and cyber assets
against targets and to generate recommended time-phased actions;

(5) Machine learning systems—acquiring knowledge from data interactions
with the environment, which could be used in conjunction with other
categories of Al, i.e. to enable C2 systems to learn how to perform tasks
when expert knowledge is not available or when optimal tactics, tech-
niques, and procedures (TTPs) are unknown;

15
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(6) Robotics and autonomous systems—combining Al/ML methods from
all or select preceding categories that would enable unmanned systems
interactions with their environment;

These Al-related categories are applicable into nearly every aspect of airpower,
potentially shaping new forms of automated warfare: from C2 decision support
and planning, in which Al/ML could provide recommended options or proposals
in increasingly constrained times; ISR support through data mining capabilities;
logistics and predictive maintenance to ensure the safety of forces and avail-
ability of platforms and units; training and simulation; cyberspace operations to
detect and counter advanced cyber-attacks; robotics and autonomous systems
such as drones that are utilized across various missions from ISR to the tip of
the spear missions such as suppression of enemy air defenses and collaborative
combat that integrates the varying manned and unmanned platforms in air and
land strike operations. In other words, the argument here is that Al systems will
be increasingly capable to streamline C2 and decision-making processes in ev-
ery step of the John Boyd's Observe-Orient-Decide-Act (OODA) loop: collecting,
processing, and translating data into a unified situational awareness view, while
providing options for a recommended course of actions, and ultimately, helping
humans to act (Fawkes and Menzel, 2018).

However, integrating Al systems into airpower platforms, systems, and organi-
zations to transform computers from tools into problem-solving “thinking” ma-
chines will continue to present a range of complex technological, organization-
al, and operational challenges (Raska et al, 2021). These may include developing
algorithms that will enable these systems to better adapt to changes in their en-
vironment, learn from unanticipated tactics and apply them on the battlefield.
It would also call for designing ethical codes and safeguards for these thinking
machines. Another challenge is that technological advances, especially in mili-
tary systems, are a continuous, dynamic process; breakthroughs are always oc-
curring, and their impact on military effectiveness and comparative advantage
could be significant and hard to predict at their nascent stages.
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Most importantly, however, the critical question is how much we can trust Al
systems, particularly in the areas of safety-critical systems? As Missy Cummings
warns, “history is replete with examples of how similar promises of operational
readiness ended in costly system failures and these cases should serve as a cau-
tionary tale” (Cummings, 2021). Furthermore, a growing field of research focuses
on how to deceive Al systems into making wrong predictions by generating
false data. Both state and non-state actors may use this so-called adversarial
machine learning to deceive opposing sides, using incorrect data to generate
wrong conclusions, and in doing so, alter the decision-making processes. The
overall strategic impact of adversarial machine learning might be even more
disruptive than the technology itself (Knight, 2019; Danks, 2020).

Al-enabled combat clouds are posed to identify targets and allo-
cate them to the most relevant “shooters” in any domain, wheth-
er airborne, surface or underwater—which some air forces con-
ceptualize as Joint All-Domain Command and Control (JADC2).

From a tactical and operational perspective, many of these complex Al systems
also need to be linked together—not only technologically but organization-
ally and operationally. For many air forces, this is an ongoing challenge—they
must be able to effectively (in real-time) integrate Al-enabled sensor-to-shooter
loops and data streams between the various services and platforms. This means
effectively linking the diverse Air Force, Army, Navy, and Cyber battle manage-
ment; C2, communications and networks; ISR; electronic warfare; positioning,
navigation, and timing; with precision munitions. While select Al/ML systems
may mitigate some of the challenges, the same systems create another set of
new problems related to ensuring trusted Al. Accordingly, one may argue that
the direction and character of Al trajectories in future airpower will depend on
corresponding strategic, organizational and operational agility, particularly how
these technologies interact with current and emerging operational constructs
and force structures.

In this context, the level of human involvement in the future of warfare, the
need to alter traditional force structures and recruitment patterns and in what

17
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domains force will be used are all matters that are being challenged by new
technologies. Air forces are developing their own and often diverse solutions to
these issues. As in the past, their effectiveness will depend on many factors that
are linked to the enduring principles of strategy—the ends, ways, and means
to “convert” available defense resources into novel military capabilities, and in
doing so, create and sustain air forces with operational competencies to tackle
a wide range of contingencies. The main factors for successful implementation
will not be technological innovations per se, but the combined effect of sus-
tained funding, organizational expertise (i.e. sizeable and effective R&D bases,
both military and commercial) and institutional agility to implement defense
innovation (Cheung, 2021). For the future of airpower, this means having the
people, processes and systems capable of delivering innovative solutions while
maintaining existing core capabilities that would provide viable policy options
in an increasingly complex strategic environment.
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Introduction

Congress about the U.S. military’s new joint warfighting concept (JWC)

and the importance of the associated new Joint All Domain Command
and Control (JADC2) framework to its realization. Specifically, he stated to the
U.S. House of Representatives on June 23, 2021:

The U.S. Chairman of the Joint Chiefs of Staff (CJCS) recently testified to

The JWCis a multi-year effort to develop a comprehensive approach for joint
operations against future threats and provide a guide for future force design
and development. Supporting concepts to the JWC describe key warfight-
ing functions. They are fires, logistics, C2, and information advantage. The
Joint All Domain Command and Control JADC2) framework enables the
holistic development and realization of the JWC and Supporting Concepts.

The fundamental basis of the JWC is the notion of all domain operations. This is
the next evolution in the U.S. military’s journey to optimize the synergy of effects
that accrues from operating in an integrated fashion across all the domains of
air, space, sea, land, and the electromagnetic spectrum. The journey began with
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the passage of the Goldwater-Nichols Act of 1986 that aimed to improve the
ability of US. armed forces to conduct joint (interservice) and combined (inter-
allied) operations. If developed and implemented properly, the JWC will yield a
far more decisive, powerful set of combat outcomes than today’s “joint” opera-
tions that in many cases simply involve service component deconfliction vice
integration. For this to happen, the U.S. Department of Defense (DOD) needs to
get serious about turning theory into reality. That means taking incremental but
concrete steps toward meeting the objectives of JADC2, not waiting for a com-
plete solution before implementing. JADC2 will require much time to engineer
as it involves a mammoth conversion of existing concepts, capabilities, and ser-
vice perspectives. However, accelerating these endeavors can be accomplished
through rapid evolution of current command and control paradigms. Specifi-
cally, it is time to move beyond large, centralized, static C2 facilities to mobile,
distributed C2, with the capability to handle the same volume and diversity of
information of a regional combined air and space operations center (CAOQ).

As it seeks all domain synergy, embracing complementary vice merely additive
employment of capabilities from different domains, the goal of JADC2 is to seek
interdependency that enhances effectiveness, and compensates for individual
vulnerabilities of each of the domains. Desired military effects will increasingly
be generated by the interaction of systems that share information and empow-
er one another. Instead of a set of disconnected, singularly focused combat sys-
tems in each of the domains, this JADC2 vision sees assets combined through
digital connective "glue”to become a“weapon system”to conduct disaggregat-
ed, distributed operations over an entire operational area. This will require treat-
ing every platform as a sensor as well as an “effector” It will require a new battle
command architecture and command and control paradigm that enables auto-
matic linking, as does cellular phone technology today. It will also need to trans-
fer data securely, reliably, and seamlessly, without need for human interaction.
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The Envisioned Transformation

The overarching goal of actualizing JADC2 with the degree of integration re-
quired to achieve a self-forming, self-healing complex into reality will require a
significant effort and will not be easy. Every military service will be involved as will
every combatant command. It will require overcoming several major obstacles
in organization; culture; training; acquisition; and policy. It will require connect-
ing, decision-making, and responding at speed. It will require resilient networks
and a degree of sharing among service components and allies not yet achieved.

These are numerous and multifaceted challenges that are being addressed
across our militaries, services, and combatant commands. However, due to their
complexity it will take many years—if not decades—before the ultimate vision
of integrated, interdependent, self-forming, self-healing all domain joint and
combined operations are a reality. Yet, the threats facing us are growing and de-
mand solutions today. Accordingly, it is time to move out on those elements of
JADC2 that can be changed now in order to meet the challenges of the threats
we face today.

Each of the service components and combatant commands have well estab-
lished operating command and control concepts, facilities, and procedures that
have proven workable in conflicts of the past. However, each of the variety of
C2 architectures that currently exist will require extensive modification in order
to survive—much less operate—against the kind of modern threats that have
now emerged.

Growing accessibility to information requires the restructure of
command and control hierarchies to facilitate rapid engage-
ment of perishable targets and capitalize on our technological
capability. Information synthesis and execution authority must
be shifted to the lowest possible levels while senior commanders
and staffs must discipline themselves to stay at the appropriate
level of war.
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A central prerequisite to successful operations in all the domains is control of
the aerospace environment. Once established, it facilitates the freedom of ac-
tion and movement for all other joint and combined forces—without it, effec-
tive joint and/or combined operations are not possible. Accordingly, effective
command and control of aerospace operations are critical functions that must
be a priority.

Our ability to command and control (C2) air and space forces is affected by
three major elements: threats, technology, and the velocity of information. The
changes in these three areas since the design, establishment, and operation
of the U.S. Air Force's air and space operations center (AOC)—the AN/USQ-163
Falconer—have been dramatic and continue to accelerate. Therefore, it is time
to determine whether we can achieve success in future operations by evolving
our current concepts of operation, organizations, and acquisition processes for
modernization, or must we seek fundamental change to each of these elements
that affect the current theater air and space control system. Before providing an
answer, let’s take a brief look at each of the trends affecting our ability to effec-
tively command and control aerospace operations.

Future Threats and the Operational Environment
Threats

Today, peer threats hold current means of C2 at unacceptable risk when at-
tempting to operate inside the A2/AD environment. For over 30 years we have
essentially been on a C2 holiday having the luxury of not being contested in
the aerospace domains. Those days are over. Military competitors have accom-
plished modernization on an unprecedented scale. They have rapidly closed the
gap with the U.S,, allies, and friendly militaries across a broad spectrum of ca-
pabilities including aircraft, spacecraft, missiles, weapons, cyber, command and
control, jammers, electronic warfare, data links, and others. Potential adversaries
have also studied the American way of war and have determined that it is better
to keep us out of their neighborhood rather than face our combat power. They
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have adopted and are proliferating anti-access and area denial (A2/AD) capabili-
ties designed to deny U.S. and her allies freedom of action. Mitigating these A2/
AD capabilities pose significant challenges driving us to operate with greater
risk and farther away from potential areas of conflict.

= Foundations of JADC2 =

JOINT ALL-DOMAIN COMMAND & CONTROL
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A2/AD capabilities threaten our ability to command and control air and space
operations in three ways. Near peer adversaries can employ kinetic and non-ki-
netic weapons to deny us communications and intelligence, surveillance, and
reconnaissance (ISR) from our space-based assets thereby isolating our forces
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and blinding our view. Cyber attacks are becoming more sophisticated and can
disrupt operations at our well-established combined air and space operations
centers. Accurate long-range cruise and ballistic missiles now threaten these fa-
cilities that are large, fixed, and vulnerable. As the factory for generating strategy,
plans, and the tasking orders for air and space assets, the CAOC has become an
extremely lucrative target.

Technology

New technologies are enabling new capabilities to optimize C2 mechanisms
to facilitate accomplishing desired effects. We need to think beyond the con-
straints that traditional culture imposes on new technology. For example, next
generation aircraft may be still labeled in traditional nomenclature as fighters,
bombers, airlifters, etc., but technologically they have the capability to perform
multiple missions due to the miniaturization of sensors, processing power,
weapons, energy production, and other capabilities. They are in reality flying
“sensor-effectors” that can form the basis of highly resilient networks of re-
dundant nodes and multiple kill paths to minimize the critical system value of
current highly centralized and limited C2 nodes—Iike CAOCs—that an enemy
could easily target.

JADC2 will require much time to engineer as it involves a mam-
moth conversion of existing concepts, capabilities, and service
perspectives. However, accelerating these endeavors can be ac-
complished through rapid evolution of current command and
control paradigms.

This will require leading-edge networking capabilities, assured communica-
tions, and different approaches to solving our data bandwidth challenges. For
example, to solve the explosion in data growth from advanced sensors, instead
of building bigger pipes to transmit all the collected data, increases in process-
ing power now enables the processing of data on-board and the off boarding
of only what is of interest to the users. This approach inverts the way we do
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ISR processing today. Rapid exchange of information is especially important at
the forward edge of combat, for the value of actual data is often transitory and
diminishes as time and circumstance pass. The development of a technological
approach to share information automatically and rapidly among diverse users
and across multiple classifications and allied nations will be a key to creating the
future force.

The old adage, “Speed is life"is no longer just about flying—it is also about rap-
idly evolving software tools to fight and win. We have to think outside of the
organizational constructs that history has etched into our collective psyche.
Network-centric, interdependent, and functionally integrated operations are
the keys to future military success.

Velocity of Information

Significant advancements in telecommunications, sensors, data storage, and
processing power are emerging every day. As a result, the targeting cycle has
evolved from weeks to days to minutes, and from multiple, specialized, and sep-
arate aircraft to the ability to “find, fix, and finish” from one aircraft in minutes.
Growing accessibility to information requires the restructure of command and
control hierarchies to facilitate rapid engagement of perishable targets and cap-
italize on our technological capability. Information synthesis and execution au-
thority must be shifted to the lowest possible levels while senior commanders
and staffs must discipline themselves to stay at the appropriate level of war.

To move beyond large, centralized, static C2 facilities to mobile, distributed C2,
with the capability to handle the same volume and diversity of information of a
regional CAOC today will require a reappraisal of how we deal with information
flow. The two most important aspects of this future capability will be the “com-
mand” metamorphosis it will enable through the synchronizing “control” it will
provide. The “art of command” will morph to realize Metcalfe law network values
(Metcalfe's law states that the value of a telecommunications network is propor-
tional to the square of the number of connected users of the system). While the
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“science of control”will continue to apply Moore’s law expanding technology to
extend human capacity. The path for optimal growth of both is found through
a focus upon gaining and maintaining a decision cycle advantage as the critical
path guide.

The Need for a New Architecture for Aerospace
C2—Rapidly

We are now at a juncture where threats, technology, and the velocity of informa-
tion, require a change in the established architectures to command and control
aerospace forces. All the U.S. military services have recognized this and have ini-
tiated actions to take appropriate action to develop new concepts of operation
for their respective domains. The challenge will be how to assure the integration
of each of the individual service concepts of operation into a unified joint all
domain command and control architecture. Developed with the idea of cre-
ating an ISR, strike, maneuver, and sustainment complex that uses information
age technologies to conduct highly interconnected, distributed operations, this
‘combat cloud” will usher in an entirely different architecture for the conduct
of war. The fundamental basis of JADC2 is to push accurate, decision-quality
information down to the lowest information node to achieve a desired effect,
regardless of service, domain, or platform. The U.S. Air Force approach to this
goal is their efforts to design and develop an advanced battle management sys-
tem (ABMS). However, while the elements of the ABMS have been defined, they
have yet to be developed into an executable C2 architecture. To get to the de-
sired end state of the ubiquitous and seamless sharing of information across the
battlespace in a secure, reliable, and robust fashion for both JADC2 and ABMS
will take many years. Given the rapid evolution of significant threats and the
vulnerability of current C2 facilities, modification to the current C2 construct for
aerospace forces is required now.
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The fundamental basis of JADC2 is to push accurate, deci-
sion-quality information down to the lowest information node
to achieve a desired effect, regardless of service, domain, or plat-
form.

What is needed is a new architecture to support an operating concept that ac-
tualizes the C2 paradigm that has recently been ensconced in U.S. Air Force
Doctrine of centralized command:; distributed control; and decentralized exe-
cution. No breakthroughs in technology are required to institute a new battle
command architecture as the technology already exists to deal with the imme-
diate challenge of distributing C2 functions so that they cannot be eliminated
with a few strikes on a few critical C2 nodes.
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The US. Air Force has been developing a supporting concept of operations to
their new doctrine known as agile combat employment or ACE. ACE is a con-
cept that disperses forces and assets to multiple separated locations on short
notice to complicate adversary planning. With an appropriate C2 system it can
hold adversary targets at risk from many locations that are defensible, sustain-
able, and relocatable. The details for application of the concept are unique de-
pending on the theater of use, but fundamentally the idea is the same, and C2
is fundamental to the concept’s success.

While the CAOC will remain a viable means to conduct C2 operations during
periods of less than major regional conflict, to achieve the objectives of JADC2
we will have to deliver information to warfighters at the edge of the battlespace
without having to rely on the traditional CAOC model of hundreds of people or-
ganized in stovepiped divisions around segregated mission areas. Accordingly,
we need to rapidly evolve beyond the large, centralized CAOC structures we rely
on today to a much more agile and dispersible set of processes and C2 struc-
tures. At the same time this new architecture must be adaptable to ABMS and
JADC2 developments. However, given the slow evolution of these programs,
we simply cannot wait to begin changing the architecture for C2 of aerospace
forces.

Options for this new architecture are many: build hardened CAOCs and remote
the functions to assigned units; distribute the planning functions currently in-
corporated in COACs among multiple locations and network the resultant plans;
create processes and procedures to be executed based on the degree of deg-
radation of connectivity between combat units and their respective command
elements by shifting execution authority corresponding to levels of connectivi-
ty; and there are many others. Regardless of the option(s) selected for develop-
ment one thing is certain, we must undertake a determined effort to distribute
the C2 functions necessary to assure the effective use of aerospace forces in a
contested environment—and that effort must begin now.
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(ML) for multi-domain operations (MDQOs) as part of Joint All-Domain

Command and Control (JADC2), one must do the grunt work of laying
an “information foundation. Laying this foundation—in which data are tagged,
securely stored and transported, and easily accessible—requires the mundane
and ongoing work of organizing and safeguarding all the information the mil-
itary needs for C2 across domains, services, and echelons. This same body of
information will be the input for Al and ML algorithms. Absent such an informa-
tion foundation, little progress can be made.

‘Before one can leverage artificial intelligence (Al) and machine learning

Although recent successes in Al/ML have been encouraging in the field of gam-
ing, employing similar techniques for some C2 functions will remain challenging
given the real-world barriers of incomplete information, poor data quality, and
adversary actions. Other Al/ML techniques, such as those for predicting the status
of aircraft in theater, will be more readily applicable. Reaching JADC2 goals will
depend on both identifying the C2 needs of core military mission sets and estab-
lishing software development plans that are achievable in the near and far terms.
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The remainder of this paper describes the need for JADC2 with embedded Al/
ML, offers a cautionary note about the lure of Al/ML, outlines the Al/ML barriers
to overcome, and suggests a path forward. In general, investments in people
and resources will be needed to move beyond today’s man-power intensive C2
paradigm. Improving upon current planning processes with automation and
some Al/ML is a realistic goal that is worthy of working toward.

Given the increased complexity of MDO planning, the reduced
timescales, and the greater data requirements, military planners
will require new tools, including those based on Al/ML.

The Need for JADC2 in Support of MDO

Modern warfare has expanded beyond the traditional domains of land, air, and
sea, requiring military commanders and their staffs to plan, command, and con-
trol forces not only in these traditional domains but also now in those of space
and cyber and across the electromagnetic spectrum. To complicate matters
further, activities across all these domains have expanded beyond traditional
warfare to shape the competitive environment in which most nations live to-
day—prior to open hostilities. A military must be able to integrate across these
domains not only in warfare, but also in competition. Today's military operations
already require resilient and secure means of communicating and sharing data
across echelons, domains, organizations, and geographic regions. Tomorrow's
all-domain warfare and competition will place even higher premiums on the
scale and speed of access to information, on understanding that information,
and on rapid decisionmaking—key elements of an effective JADC2 capability
(Lingel et al,, 2020).

However, today’s legacy systems and infrastructure for planning, scheduling,
and execution monitoring military missions are incongruent with the modern,
all-domain world in which militaries must compete. Given the increased com-
plexity of MDO planning, the reduced timescales, and the greater data require-
ments, military planners will require new tools, including those based on Al/ML.
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A proper prioritization of investment in these tools requires an understanding
of their capabilities, their barriers, and their potential fulfillment of the emerging
C2 needs for MDOs.

= Types of Machine Learning =
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The Lure of Artificial Intelligence/Machine
Learning (Al/ML)

The appeal of Al/ML stems in part from recent demonstrations of Al/ML systems
achieving super-human performance in increasingly complex games, com-
bined with growing recognition of the operational demands of future high-end
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conflicts. The recent success of AlphaStar, an Al/ML system trained to play the
real-time strategy game StarCraft, hints at future applications of supervised and
reinforcement learning for tactical and operational C2.' However, significant re-
search is still needed to transition these technologies from gaming to warfight-

ing.

All-domain warfare and competition will place even higher pre-
miums on the scale and speed of access to information, on un-
derstanding that information, and on rapid decisionmaking

As Al algorithms are developed for real-world, dynamic, multi-domain, large-
scale, and high-tempo operations, important metrics will need to be selected,
evaluated, and monitored to gauge algorithm performance, effectiveness, and
suitability. Key algorithm metrics will include the following: efficiency (the time
and memory needed to compute), soundness (whether the algorithm produc-
es valid results), optimality (whether the algorithm provides a best result for a
given objective), robustness (whether the algorithm degrades gracefully under
unanticipated cases), explainability (whether a human can understand the“why”
of the results), and assuredness (whether the algorithm operates as intended)
(Walsh et al., 2021).

Because there is no direct application of commercial and academic Al/ML sys-
tems to military missions, the technologies will need to be transitioned to a
military setting before they can provide an operational advantage. To decide
which Al/ML technologies to pursue, the military must first understand the op-
erational demands the technologies will need to support (e.g., air superiority, air
defense, tanker support, etc.). The operational demands will then determine the
C2 processes (e.g., situational awareness, airspace deconfliction, etc.) needed
to enable the operational missions. Understanding the limitations of the Al/ML
technologies, particularly the difficulty they encounter in reasoning under con-

1 Reinforcement, supervised, and unsupervised learning are three types of ML. Reinforcement learning
algorithms learn from mistakes by trial and error.
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ditions of uncertainty, will be equally important.? Otherwise, the technologies
may fall short of expectations.

DATA SCIENCE

ARTIFICIAL
INTELLIGENCE

Al/ML Barriers to Overcome

Several barriers to realizing the promise of Al/ML for military applications ex-
ist. One barrier is military culture, which is often risk-averse (lives are at risk) in
contrast with that of the commercial world, where taking big risks can pay big
monetary rewards. A related cultural difference is in sharing data. The military
tends to be concerned with securing information (for only those with “the need
to know”), whereas the commercial world values open access to data (“sharing
widely”) for application development and other monetary benefits. Therefore, it
will be important to incorporate security concerns in military software develop-
ment and information technology (IT) operations—known as DevSecOps—to
thwart adversaries and bad actors who might seek to degrade C2 through cyber
means. Perhaps one of the greatest challenges not yet fully faced is to ensure

2 Algorithms are challenged by situations where there are: (1) incomplete information; (2) noisy inputs;
and (3) a lack of historical data or a suitable simulation environment to train from.
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the suitability of AI/ML algorithms for real-world military situations in which the
“fog of war, incomplete information, and adversary actions represent distinct
contrasts from a gaming environment.

Another barrier is data inaccessibility within the military itself. To move forward,
the military will need a unified data management policy and sufficient IT to
make large amounts of data accessible to C2 forces to support their Al-assisted
decisionmaking. In other words, there must be an Al ecosystem that supports
collecting, tagging, storing, securing, and sharing data. This ecosystem will rely
on common data standards, clearly designated authorities, integrity checks, and
intrusion safeguards. Cloud computing and data lakes will be key components.
A cloud-based data lake can be leveraged for distributed computing, redundant
storage, and enterprise-wide connectivity. Building out an environment like this
to provide large amounts of data in a secure way across domains and security
levels will present challenges for JADC2 given existing military policies, cultures,
authorities, budgets, and acquisition paths.

A third barrier is the need to restructure military operations centers and the
training of personnel who run them. An increase in machine-to-machine com-
munication, combined with the automation of C2 processes, will likely induce
both physical changes and staffing changes in the operations centers, freeing
up human operators to engage in more cognitive tasks, such as evaluating and
refining potential courses of action. The adoption of Al/ML technologies will
create new roles and responsibilities. Operators will need to be trained to man-
age and navigate the Al ecosystem, all while acting as responsible data stew-
ards to ensure the quality and completeness of the data captured and stored in
that ecosystem. Additionally, whereas planners and decisionmakers of today are
trained to think within a single domain, new roles will likely emerge requiring
personnel to be trained to think in multiple domains all at once.

A fourth barrier is the existence of military subcultures. Integrating Al capabil-
ities across just the air, space, and cyber domains even within just one military
service may be difficult given the differences in subcultures among operators,
the variations in planning timelines, and the dissimilar distributions of authori-
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ties for achieving different operational effects. Still, the need for all-domain C2
is pressing and increasingly pervasive. For this reason, all these barriers—mili-
tary culture, cyber security concerns, algorithms applied to problems with poor
knowledge quality, data inaccessibility, operations center restructuring and
training, and military subcultures—must be faced and overcome to embed Al
applications in JADC2.

Effectively Moving Forward

The picture may appear grim. Many barriers exist, and a pressing need to move
forward quickly demands change now. Yet progress can be made if steps to-
ward the goal are broken down into tractable problems and if the military keeps
its "eyes wide open” to technological possibilities and limitations alike. The goal
should not be complete automation of C2, but rather effective human-machine
teaming for C2. The steps toward that end should include, first, the continuous
development and prioritization of JADC2 concepts of operation (CONOPs) and,
second, the identification of corresponding needs and opportunities for Al/ML
augmentation in the enabling C2 processes.

Whereas planners and decisionmakers of today are trained to
think within a single domain, new roles will likely emerge requir-
ing personnel to be trained to think in multiple domains all at
once.

At the same time, it will be necessary to set the conditions for a data-driven Al
ecosystem, which means placing weapons systems and related data into multi-
domain data lakes for use by those who ought to have access to the data while
also applying “zero-trust”and other security principles to ensure resilient and se-
cure management of that data. As Al software applications are developed, it will
be necessary to experiment with them in operational testbed environments,
integrate them with C2 systems, and then deploy them to operations centers.
There will likely be iterations of capabilities—first putting limited capabilities
into operations centers, then generating user feedback, and then rapidly updat-
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ing the software applications. Analysts and technologists will want to explore
CONOPs to facilitate human-machine teaming, build human trust in the Al al-
gorithms, and improve algorithm explainability. Targeted military investments
will likely be needed in areas where commercial demand is lower, such as Al
algorithms for learning where data are scarce or for defending against attacks
against those very algorithms.

Current Al/ML techniques need data from which to learn. Given the (fortunate)
lack of real-world data to inform the refinement of these techniques for war, the
military could leverage modeling, simulation, and exercises to generate train-
ing data for Al/ML algorithms. Such algorithms could then assist in the devel-
opment of, for example, weapon-target pairing. Supervised or reinforcement
learning algorithms could support this C2 function, akin to the learning algo-
rithms recently applied to commercial games. But military algorithms must also
account for uncertainty in real-world situations—a major difficulty for both hu-
mans and algorithms.

As the US. Air Force Chief of Staff said in August 2020, “Accelerate change or
lose”Making timely progress toward JADC2 is an imperative for modern warfare
and doing so “within the competitors fielding timelines” (Brown, Jr, 2020) is re-
quired. The demand is real but setting realistic expectations for Al/ML is import-
ant. There is room for improvement in existing C2 processes with automation
and, in some cases, AL/ML; in contrast, other C2 processes will remain hard for
both humans and algorithms. As U.S. House Armed Services Committee Chair-
man and Representative Adam Smith, D-Wash., said of JADC2 in September
2021,"The goal is correct, but do not underestimate the difficulty of achieving
it (Harper, 2021)”
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Introduction

used bound the possible actions air forces can potentially take, both

empowering and constraining force employment options. Given this,
emerging major new technologies always attract great interest and today this is
focussed on artificial intelligence (Al).

n ir warfare both involves and is shaped by technology. The technologies

For the foreseeable future, this is narrow Al technology, not general. Narrow Al
equals or exceeds human intelligence for specific tasks within a particular do-
main. In contrast, general Al equals the full range of human performance for any
task in any domain. General Al appears several decades away (Gruetzemacher,
2019).

The global military interest for the near-to-medium term is in how narrow Al
technologies could be employed in the modern battlefield. Such Al can be ap-
plied in multifarious ways and may be considered as a general purpose technol-
ogy that as, in wider society, will become pervasive and incorporated into most
military machines. (Trajtenberg 2018)
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This article restricts its gaze to considering Al in decision-making and in particu-
lar in air warfare. The article initially discusses the technology, before noting op-
erational constructs and finishing with considering three alternative approach-
es for Al and machine learning assisted decision-making in air warfare.

Technology Matters

Modern Al has evolved to meet the needs of the commercial domain and espe-
cially consumers. A key advance was when low cost Graphics Processing Units
(GPUs) became readily available, mainly to meet video gaming demand. With
their massive parallel processing, GPUs can readily run machine learning soft-
ware. Machine learning is an old concept but it needed the combination of
GPUs and access to 'big data’ troves to make practical and affordable on a large
scale.

In machine learning, the computer’s algorithms not external human computer
programmers, creates the sequence of instructions and rules that the Al then
uses to solve problems. In general, the more data used to train the algorithm the
better the rules and instructions devised. Given this, Al with machine learning
can potentially teach itself while ‘on the job, getting progressively better at a
task as it steadily gains more experience in it.

In many cases, this data comes from a large-scale network of interconnected
devices that collect information from the field and then transmit this through a
wireless ‘cloud’into a remote Al computer for processing. In the military sector,
the Internet of Battlefield Things (IoBT) network features fixed and mobile de-
vices, including drones able to collaborate with each other in swarms. Such loBT
networks allow remote sensing and control but generate vast amounts of data.
A way around this is to connect the network to an edge device that can assess
the data in real-time, forward the most important information into the cloud
and delete the remainder, thereby saving on storage and bandwidth.
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Most edge computing is now done using Al chips. These are physically small,
relatively inexpensive, use minimal power, and generate little heat allowing
them to be readily integrated into handheld devices such as smartphones and
non-consumer devices such as industrial robots. Even so, in many applications
Al is used in a hybrid fashion: some portion on-device and some remotely in a
distant fusion centre accessed via the cloud.
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Operational Constructs

Several important operational concepts are emerging relevant to future air war-
fare. Operations are moving from being joint into now being multi-domain, that
is across land, sea, air, cyber and space. The intent under a follow-on concept
called “‘convergence”is that friendly forces should be able to attack hostile units
across and in any domain (Wesley 2020, 4-5). For example, land units will now be
able to engage ships at sea, air forces attack space assets and cyber everywhere,
simultaneously and in contested environments.

Such an operational concept abandons the traditional, single domain linear
kill chains to embrace multi-domain ones that leverage alternate or multiple
pathways. The emerging associated “mosaic” construct envisages the data flow
across the large 10BT field creating a kill web, where the best path to achieve a
task is determined and used in near real-time. The use made of the I0BT field is
then fluid and constantly varying, not a fixed data flow as the older kill-chain
model implies. The outcome is that the mosaic concept provides highly resil-
ient networks of redundant nodes and multiple kill paths. (Clark 2020, 27-32)
This cross domain thinking is now evolving further into notions of “expanded
maneuver.” (Vergun 2021)

The complexity of implementing these interlocking operational concepts
against peer adversaries during a major conflict is readily apparent. To make
multi-domain operations involving convergence, mosaic and expanded ma-
neuver operations practical requires the use of automated systems using Al
with machine learning.

In the near-to-medium term, Al's principal attraction for decision making in-
volving such complex constructs will its ability to quickly identify patterns and
detect items hidden within the large data troves collected by the I0BT. The prin-
cipal consequence of this is that Al will make it much easier to detect, localise
and identify objects across the battlespace. Hiding will become increasingly
difficult and targeting much easier. On the other hand, Al is not perfect. It has
well known problems in being able to be fooled, in being brittle, being unable



Future Options for Artificial Intelligence

to transfer knowledge gained in one task to another and being dependent on
data. (Layton 2021, pp. 13-15)

Al's warfighting principal utility then becomesfind and fool’ Al with its machine
learning is excellent at finding items hidden within a high clutter background
however, in being able to be fooled, lacks robustness.

The 'find’ starting point is placing many low cost IoBT sensors in the optimum
land, sea, air, space and cyber locations in those areas across which hostile forces
may transit. A future battlespace might feature hundreds, possibly thousands,
of small-to-medium stationary and mobile Al-enabled surveillance and recon-
naissance systems operating across all domains. Simultaneously, there may be
an equivalent number of Al-enabled jamming and deception systems acting in
concert trying to create in the adversary’s mind a false and deliberately mislead-
ing impression of the battlefield.

Alternative Decision-Making Options

The Al and machine learning decision-making options possible will be influ-
enced both by the technologies and the needs of the desired operational con-
cepts. The alternatives discussed here are to use technology to be able to react
to an adversary's actions much faster, to get in front of the adversary through
technology driven pre-emption, or to slow adversary decision making down
significantly.

Option 1: Hyperwar

Al offers up visions of war at machine speed. John Allen and Amir Husain see Al
allowing hyperwar where:"The speed of battle at the tactical end of the warfare
spectrum will accelerate enormously, collapsing the decision-action cycle to
fractions of a second, giving the decisive edge to the side with the more auton-
omous decision-action concurrency.” (Allen 2017)
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In the case of air warfare decision-making, the well-known Observe-Orient-De-
cide-Action (OODA) model provides a useful framework to appreciate this idea.
The model’s designer, John Boyd, advocated making decisions faster so as to
get inside the adversary’'s decision-making cycle. This would disrupt the enemy
commander’s thinking, create a seemingly menacing situation and hinder their
adaption to a now too-rapidly changing environment. (Fadok 1997, p.364-368)

In the ‘Observe’ function, Al would be used for edge computing in most of the
loBT's devices then again in the central command centre that fused the incom-
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ing loBT data into a single comprehensive picture. For ‘Orient, Al would play
an important part in the battle management system.(Westwood 2020, 22) Al
would not only produce a comprehensive near-real time air picture but also
predict the enemy air courses of action and movements.

The next Al layer handling ‘Decide’in being aware of friendly air defence units
availability would pass to the human commander for approval a prioritised list
of approaching hostile air targets to engage, the optimum types of multi-do-
main attack to employ, the timings involved and any deconfliction consider-
ations. Humans would remain in-the-loop or on-the-loop control as necessary,
not just for law of armed conflict reasons but as Al can make mistakes and needs
checking before any irreversible decisions are made. After human approval, the
‘Action’ Al layer would assign the preferred weapons to each target passing the
requisite targeting data automatically, ensure deconfliction with friendly forces,
confirming when the target was engaged and potentially ordering weapon re-

supply.

Option 2: Beyond OODA

Al technology is rapidly proliferating making it likely both friendly and adversary
forces will be equally capable of hyperwar. The OODA model of decision making
may then need to change. Under it, an Observation cannot be made until after
the event has occurred; the model inherently looks backwards in time. Al could
bring a subtle shift. Combining suitable digital models of the environment and
the opposing forces with high-quality find"data from the 10BT, Al could predict
the range of future actions an adversary could conceivably take and from this,
the actions the friendly force might best take to counter these.

An Al and machine learning assisted decision making model might then be
'Sense—Predict-Agree—Act” Al senses the environment to find adversary and
friendly forces; Al predicts what adversary forces might do in the immediate
future and advises on the best friendly force response; the human part of the
human—-machine team agrees; and Al acts by sending machine-to-machine in-
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structions to the diverse array of Al-enabled systems deployed across the bat-
tlespace. Under this decision-making option, friendly forces would aim to seize
the initiative and act before adversary forces do. It is a highly calculated form of
on-going, tactical level pre-emption.

Al will make it much easier to detect, localise and identify objects
across the battlespace. Hiding will become increasingly difficult
and targeting much easier.

Option 3: Stop Others Decision-Making

An alternative to trying to make friendly force decisions faster is to try to slow
the adversary's decision-making down. In air warfare an attacker needs consid-
erable information about the target and its defences to mount successful air
raids.

To prevent this, Al-enabled fool” systems could be dispersed across the bat-
tlespace, both physically and in cyberspace. Small, mobile, edge computing sys-
tems widely dispersed could create complicated electronic decoy patterns by
transmitting a range of signals of varying fidelity. These systems might be mount-
ed on drones for the greatest mobility, although uncrewed ground vehicles us-
ing the road network may also be useful for specific functions such as pretending
to be mobile SAM systems. The intent is to defeat the adversary’s‘find’systems by
building up a misleading or at least a confused picture of the battlefield.

Al-enabled ‘fool’ systems may also be used in conjunction with a sophisticat-
ed deception campaign. For example, several drones all actively transmitting a
noisy facsimile of the electronic signature of friendly force fighters could take off
when they do. With seemingly, very large numbers of fighter aircraft suddenly
airborne, the adversary will be unsure which are real or not.
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Conclusion

The three options present real choices in terms of decision-making. Perhaps at
odds with initial perceptions, the hyperwar concept is most likely to involve a
series of multi-domain salvo or spasm attacks rather than a continuous flowing
action. Physical constraints mean that it would take time to rearm, refuel and
reposition own-force machines for follow-on attacks.

On the other hand, the beyond OODA option, can be much more of a con-
tinuous action as it is effectively following a detailed plan albeit informed by
loBT battlespace sensing. Such a decision-making construct might suit an ac-
tive defence that absorbed the first attack, learnt from it, and then attacked in
a predetermined manner. Given Al's processing speeds the response would be
determined immediately before being launched, allowing the greatest value to
be made from Al's‘'on the job’machine learning.

Lastly, the stopping others decision-making option offers great promise for de-
fenders but requires a good knowledge of the adversary in terms of both the
surveillance and reconnaissance systems in use and the cognition of the hu-
mans involved. It seems best suited for frozen conflict situations where the fool’
systems can be optimally placed, the environment very well understood and a
single adversary is faced. This option may be less suitable for forces that deploy
into distant combat zones quickly and have only a limited comprehension of
the situation.

The option preferred will depend on the context but highlights that not all
using Al in a conflict may use the same technology in the same way, even in
the narrow area of decision-making. There is no doubt that Al will significant-
ly change air warfare decision-making and importantly, in the near term. The
choice for each air force today is which way is best for them. Now is the time to
start thinking deeply about the issue.
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Introduction

itary competition are increasingly aware of the need to adopt decen-

tralised mission command and control (C2) architectures. However, im-
portant cultural and political resistance will need to be overcome to allow this
to happen. Decentralised C2 will require a reintroduction of traditional notions
of mission command where decision-making authorities and permissions are
increasingly delegated to relatively junior combat leaders at the tactical level.
Nevertheless, most future C2 architectures are being developed with at least
some degree of decentralisation in order to make it harder for opposing forc-
es to find, target and degrade key airborne and ground-based nodes. Leading
airpower nations are exploring combinations for distributed orbital assets and
unmanned aerial vehicles (UAV) to displace legacy processing, exploitation, and
dissemination (PED) and C2 platforms.

n ir forces around the world which are focusing on peer or near-peer mil-

The future shape of the orbital domain as part of distributed C2 and ISTAR archi-
tectures remains uncertain because rapid advances in space-based sensor ca-
pabilities, communications bandwidth and robustness suggest a sharp increase
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in their role, however, the use of these assets is also likely be highly contested or
even denied in the future. UAVs offer potential for long endurance without the
same predictable and potentially vulnerable trajectories as satellites in orbit. The
viability of fifth generation platforms such as the F-35 and very low observable
UAVs as building blocks in a next-generation distributed C2 and ISTAR archi-
tecture requires not only secure and inconspicuous datalinks and sensors, but
also dynamic edge processing capacity to reduce bandwidth requirements and
automatically identify and pass relevant data to other assets. For the foreseeable
future, therefore, air forces may well remain reliant on centralised C2 based on
obsolescent wide-bodied legacy systems.
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The Future Environment

The future combat air environment is characterised by the increasingly ubig-
uitous development of long-range surface to air missile (SAM) systems (Bronk,
2020a), very long-range air-to-air missiles (VLRAAMs) and very low observable
(VLO) fighter and interceptor aircraft (Bronk, 2020b). This new generation of
threat systems is steadily increasing the risk level to conventional air opera-
tions which rely heavily on centralised command and control assets such as
the E-3 AWACS. Long range SAM systems, VLRAAMs and VLO fighter threats will
increasingly force traditional command and control (C2) and intelligence, sur-
veillance, target acquisition and reconnaissance (ISTAR) aircraft to operate so
far away from hostile territory that their on-board sensors and communications
hub capabilities will give greatly reduced operational utility. At the same time,
the availability of long-range precision strike systems and offensive cyber tools
continue to increase the threat which modern states can pose to each other’s
centralised ground-based command and control facilities such as combined air
operations centres (CAOCs) (Kaushal, Macy and Stickings, 2019). As such, two
of the central pillars of early 215 Century Western air power face a potentially
existential challenge.

Since the late 1980s, Western air forces have relied heavily on air power to en-
able joint force operations to be conducted with significantly smaller ground
and maritime components than would otherwise have been necessary. The
striking success of this model in multiple conflicts during the 1990s and 2000s
led to force design across armies and navies which assumed the availability of
air support and air-enabled C2 and ISTAR. As such, the ability to provide on-de-
mand ISTAR and fire support from the air is now an essential prerequisite for
many Western nations to employ military power. The reliance on coalition op-
erations to generate mass and political legitimacy has also created integration,
deconfliction and permissions and oversight requirements as part of everyday
air operations. This combination of reliance on air power for joint operations,
and coalition integration as a constant requirement, has created an extreme-
ly centralised C2 model with the combined air operations centre (CAOC) con-
struct as the focal point.
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Legacy Models for C2 and CAOCs

Within a CAOC, the 72-hour Air Tasking Order (ATO) is generated with reference
to the various joint force taskings, ISTAR products, multinational contingent per-
missions processes and enablers such as tankers. This process requires hundreds
of specialist professionals, large, fixed facilities and excellent communications
links—making CAOCs an extremely valuable and obvious target for hostile
states in any major war. The closer a CAOC is to the area of operations, the more
potentially vulnerable it becomes to hostile kinetic long range precision strike
capabilities. However, the further removed it is, the greater the operational de-
pendence on potentially vulnerable buried, line-of-sight, beyond-line-of-sight
and orbital communications links.

Some future concepts feature smaller scale, more distributed air operations cen-
tres (AOCs) to reduce the vulnerability of the joint force to decapitation style
attacks on its C2. However, relying on more numerous, distributed AOCs rather
than large COACs could create duplication of tasks and thereby increase the
burden placed on already overstretched intelligence and command staff per-
sonnel. C2 distribution could also increase the dependency on assured commu-
nications links, since each AOC is only able to perform some functions of a full
scale COAC even with a significant automation of necessary processes. There-
fore, if kinetic or non-kinetic tools were to sever or even seriously contest these
links then both centralised COACs or smaller distributed AOCs may stand to lose
the ability to tactically coordinate ISTAR, strike and enabler assets in-theatre.

Furthermore, a habit of senior commanders exerting direct control and super-
vision over tactical operations has been allowed to emerge during several de-
cades of largely uncontested air operations. This has partially been prompted
by the increased availability of real-time full motion video feeds, allowing CAOC
commanders the perception of tactical situational awareness. It has also been
fed by a significantly curtailed tolerance for risk at the political level during what
have often been seen as discretionary and unpopular conflicts. This, in turn, has
increased the desire to avoid delegating control and permissions to the tactical
level. Such existing command practices further increase centralisation, reduce
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operational tempo and introduce a range of potential bandwidth bottlenecks
and electromagnetic vulnerabilities into air operations. Despite discretionary
conflicts being the context within which authorities have been held at high-
er levels, the move back towards planning for high-end conflicts may be un-
likely to produce a natural reversal of this trend. Senior politicians and military
leaders in many countries are likely to view the much higher geopolitical stakes
involved in a peer conflict as a reason to continue to centrally manage tacti-
cal decision-making. However, this approach is almost certain to fail in practice
against peer and near peer opponents due to the slow operational tempo it
entails, and the beyond-line-of-sight connectivity and bandwidth it requires. To
be suitable for future state-on-state conflicts, the tactical air commander culture
must change to avoid operational paralysis as kinetic, electromagnetic and cy-
ber attacks on the CAOC construct and its supporting communications links cut
off commanders from frontline assets.

Future Architectures for Decentralized C2

Itis clear to many air forces that traditional airborne C2 and ISTAR nodes derived
from wide-bodied airliners such as the E-3 AWACS and E-8 J-STARS are no longer
optimal for future conflict scenarios. These assets have very limited self-defence
capabilities and must emit large amounts of easily detectable electromagnetic
signals in order to function effectively, which makes them easy to locate and
track. Such platforms also represent a serious source of potential casualties,
since they carry large, highly trained mission systems crews to carry out the key
task of processing, exploitation, and dissemination (PED), as well as air battle
management functions. Wide-bodied ISTAR and C2 aircraft must stand off so
far from hostile SAM systems and VLRAAMs today as to be largely ineffective in
terms of their primary sensor picture in the early stages of a conflict with tech-
nologically advanced competitors.
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The fifth generation F-35 is significantly less dependent on such C2 and ISTAR
enablers due to its own ability to supply its pilots with multi-spectral wide-area
situation awareness. This ability to organically build situational awareness inside
hostile airspace has led many to plan on exploiting the F-35 as a primary build-
ing block in a next-generation distributed C2 and ISTAR network (Bronk, 2020¢).
However, in its present form the F-35 cannot transmit the full sensor picture
which it creates for its pilots to other force elements due to bandwidth, soft-
ware architecture and emissions-control limitations. Furthermore, as a tactical
strike fighter, F-35s have limited endurance compared to traditional ISTAR and
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C2 nodes, and the limited numbers of F-35s available are also already commit-
ted to strike, SEAD/DEAD and interdiction mission sets. Platforms such as the
F35, therefore, offer only a partial solution to the increasing obsolescence of
traditional C2 and ISTAR enabler assets and networks.

Decentralised airborne C2 and ISTAR architectures under development require
changes in equipment to enable air forces to field a larger number of smaller
platforms. Alongside network-enabled combat assets such as the F-35, a range
of smaller, crewed C2 and ISTAR platforms may still offer the option to carry a
small mission system crew to enable on-board PED and air battle management.
However, several leading airpower nations are already exploring combinations
of distributed orbital assets and unmanned aerial vehicles (UAV) which would
displace the PED and C2 functions to remote ground stations.

The future shape of the orbital domain as part of distributed C2 and ISTAR ar-
chitectures is currently unclear due to a range of competing trends. On the
one hand, rapid advances in sensor capabilities, space/weight/power require-
ments for equipment, communications bandwidth and robustness through MI-
MO-type arrays and falling cost of launch capacity all point to a sharp increase
in the role orbital assets are able to play in future distributed ISTAR and C2 net-
works. At the same time however a proliferation of kinetic and soft-kill ASAT ca-
pabilities, orbital assets capable of Rendezvous, offensive proximity operations
and an increasingly contested electromagnetic spectrum render orbital assets
and the uplink/downlink capabilities required to utilise them increasingly likely
to be denied or at least highly contested in any future war.

The ability to provide on-demand ISTAR and fire support from
the air is now an essential prerequisite

UAVs offer the potential for much longer endurance on station than assets
which rely on a human flight and mission system crew, without the same pre-
dictable and potentially vulnerable trajectories as satellites in orbit. Large UAVs
such as the US Air Force RQ-4 Global Hawk and Chinese Divine Eagle have al-
ready demonstrated the ability to fly at very high altitudes for more than 24
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hours at a time—a hugely desirable attribute for any decentralised airborne C2
or ISTAR node. To make them better able to persist in the face of peer threats,
high-altitude, long endurance (HALE) type UAVs with very-low observable (VLO)
shapes and materials offer new potential. The suitability of VLO UAVs for C2 and
ISTAR tasks within a decentralised system would depend on the development
of cutting-edge datalinks, sensors and SATCOMs which could perform their mis-
sion functions without revealing the airframe to hostile passive sensors. To com-
plete such tasks, there are promising technologies on the horizon which exist
at various degrees of technological maturity but remain expensive and are held
at a high level of classification and security sensitivity by the nations which field
them. This means that large scale deployment will be challenging, especially on
unmanned platforms close to hostile territory.

Connecting Assets is Not Enough

Whilst uncrewed VLO, HALE airframes could be deployed and persist closer to
hostile forces than current generation airliner-derived solutions, their ability to
replace traditional airborne C2 and ISTAR nodes depends on automated da-
ta-sharing and edge processing technologies. Modern ISTAR assets, especially
those with multi-spectral sensor suites such as on the F-35, create huge vol-
umes of data as they construct a wide-area picture of the battlespace around
them. During this process, they will collect information that could potentially be
of high or even critical value to a wide range of other assets across all domains.
However, physics-based bandwidth limitations restrict the ability to offload or
share all the data collected, even in a non-contested electromagnetic environ-
ment (Watling, 2020). In a state-on-state conflict scenario, where the ISTAR (and
(C2) platforms will be competing for limited and contested spectrum access and
potentially operating under emission-controlled conditions to reduce their vul-
nerability to detection and attack, edge processing to reduce the data volumes
which need to be shared will be essential.

Human mission crews can (subject to mental capacity and workload) make the
required subjective and situationally-dependent priority and relevance judge-
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ments about what information might or might not be worth passing to other
assets. Crucially, however, automated systems cannot currently do this except
in specific, rigidly defined circumstances. The same goes for the often reactive
and judgement-dependent task of air battle management, which is a core part
of the AWACS mission set. Replacing centralised C2 and ISTAR nodes in the air
domain with an architecture of datalinks and decentralised network nodes pri-
marily mounted on HALE type UAVs and penetrating combat assets is impossi-
ble without a suitable answer to these problems.

The components for a highly automated, decentralised airborne C2 and da-
ta-sharing network such as that being pursued under the US Joint All-Domain
Command and Control (JADC2) programme are within the reach of airframe
designers (Congressional Research Service, 2021). However, this ambition is
beyond the capacity of currently viable artificial intelligence and autonomy
technology. The requirement for such a system is clear, since the bulk of the
combat mass in air forces around the world will still be provided by advanced
fourth-generation fighters and standoff munitions until at least the mid-2030s.
These weapons systems will not be able to perform the roles required of them
in high intensity conflicts without being fed real time situational awareness,
targeting and weapons cueing from across the battlespace. However, without
the subjective judgement and prioritisation capabilities required to allow auto-
mated edge processing to truly replace human mission crews in the air battle
management and ISTAR PED tasks, air forces may well remain dependent on
centralised airborne architecture based on obsolescent wide-bodied legacy
systems.
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der the influence of the multi-domain operations (MDO) concept. Until

the 1990s, armed forces were broadly engaged in ‘transformation’ efforts
with the aim of improving coordination between military services. By the 2000s,
the goal and objectives of transformation efforts evolved and the desire for im-
proved coordination gave way to efforts for deeper operational integration be-
tween military services and coalition partners. MDO advances the transforma-
tion objective towards an eventual fusion of capabilities among the operational
domains in order to be able to deliver simultaneous effects at a much faster
pace of operations (Jamieson and Calabrese, 2015). However not all countries
are clear on how precisely to adopt the American vision for MDO into their own
doctrines and concept of operations or how to resolve the likely integration and
interoperability challenges which are generated (Townsend, 2019).

Strateg'c thinking in the airpower community is evolving dramatically un-

The intended goal of MDO is to accelerate the pace of military operations and
allow a more synergistic coordination of effects to be produced in the opera-
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tional environment. Multi-domain integration promises to optimize operational
advantages in order to pressure the decision-making loops of opposing forces.
At the same time MDO also implies a considerable evolution of and necessary
changes in approaches to joint operations so its impact will readily affect friend-
ly forces just as profoundly. As noted by Major General Louis Pena, Deputy Com-
mander of the French Air Defense and Air Operations Command (CDAOA), MDO
represents “an opportunity to think about how air forces will plan and conduct
air operations in the future”(Pena, 2020). It is certain that MDO will be a powerful
factor in shaping the future concept of operations for air combat and transfor-
mation efforts however there are complex conceptual, technical and strategic
challenges that will need to be overcome.

Connectivity and Future Air Combat

Future combat aircraft are envisioned to function and perform as ‘connectivity
centers'and ‘airborne data fusion servers, linked with a combat cloud providing
real-time multi-domain information to distributed elements of joint or coali-
tion forces. These next generation combat aircraft are prepositioned to assume
the same roles currently assigned by air forces to airborne warning and con-
trol (AWACQ) aircraft. AWACS have become a key nodal function in air operations
since the arrival of Link 16 which has proven instrumental for Western air supe-
riority in recent decades by enabling radically improved situational awareness
and command, control and communications (C3) capabilities in joint and coa-
lition campaigns.

The challenge of interoperability in coalition environments is be-
ing reframed and will take a new direction with the introduction
of new combat aircraft and platforms but there are no clear or
readily available solutions to bridge differences in doctrine and
concept of operations on the one hand, or for technical integra-
tion in a coalition environment where constituent air forces each
bring their own set of capabilities, tools and platforms to the fight.
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In the future, data fusion and relay functions will become more distributed and
increasingly transferred to combat aircraft themselves, which will be able to or-
chestrate drone swarms to, for example, penetrate enemy air defenses or deliver
kinetic effects. Empowered by new tools and faster decision-making through
next generation data and communication networks, combat aircraft will operate
in @ multi-domain space as key command and control (C2) nodes themselves.
Air combat operations will therefore no longer correlate to a set of sequenced
tasks but rather to a single continuum of de-compartmentalized maneuvers
and effects based on and highly responsive to activity by opposing forces.

Level of Information System Interoperability
(LISI) Model

LEVEL 4: ENTERPRISE (UNIVERSAL)

Shared data and applications
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Air combat will feature a more informed and intelligent application of economy
of force to overwhelm opposing forces using a combination of velocity, satu-
ration and stealth ("V2S"—uvelocity, saturation, stealth) to achieve battlespace
superiority. These future concepts rely on a system-of-systems approach with a
command, control, communications, computers, intelligence, surveillance and
reconnaissance (C4ISTAR) core and where each individual force vector functions
both as a sensor and as an effector at the same time. Capabilities relating to
data fusion, automation, robotics and artificial intelligence (Al) will be critical to
realizing ‘Spectrum Dominance’'—superiority across the operational spectrum.

Air combat will progressively become more dependent on multi-domain
awareness and information dominance. The prospect of a singular, overarching
combat cloud functioning as central library or brain however presents complex
issues in a coalition environment: Permanent connectivity to such a combat
cloud generates obvious vulnerabilities for coalition force components. While
offering advantages in terms of force concentration and efficiency, the same
concentration of power and reliance towards one central cloud generates the
prospects of a catastrophic loss in freedom of action. Opposing forces will be aim
to hinder communications and employ decoys against sensor networks and in
such a context of benign cyberspace and electromagnetic warfare a“One Ring”
combat cloud may lead to operational paralysis across its subscribed user base.

In considering such risks, there are serious questions around the maturity of key
enabling technologies for the notion of the combat cloud. Information systems
and technologies that collect, analyze, store and transmit data are all subject
to intrusive threats and replication by opposing forces in order to advance the
effectiveness of their anti-access/area denial(A2AD) (Orlin, 2021). ‘Big data, a
fundamental requisite for any Common Recognized Operational Picture (CROP)
between distributed C2 elements, cannot be properly exploited without Al, the
use of which remains problematic given its susceptibility to manipulation and
deception.

Predictive maintenance, which is native to future air combat platforms and will
be continuously communicated over the network, offers a new attack vulner-
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ability in the warfare space and is likely to be heavily targeted (Hitchens, 2020).
The exploitation of potential software flaws and limitations will create opportu-
nities for opposing forces in terms of deception, circumvention and surprise op-
erations. Advanced jamming targeting communications and sensor networks,
offensive cyber warfare operations directed at the combat cloud (Gros, 2019),
and dependence on space assets presents serious risks in scenarios where
ground-based or space assets are destroyed or critical data-links become com-
promised (French Defense and National Security Strategic Review, 2017).

The proliferation of drone technology and digitization of combat systems is al-
ready compelling air forces and their sister services Europe to focus investments
in cyberspace countermeasures and to‘harden’platforms, assets and operations
infrastructure to ensure communications nodes and transmitters are not com-
promised. Such efforts will accelerate and intensify as military competitors tar-
get data and data connectivity capabilities across a wider attack surface that
extends the coalition or allied force which are all connected to the same cloud.
Such inherent risks to multi-domain combat grids therefore emphasize needs
to consider the development of future combat clouds for MDO in coalition en-
vironments outside a‘One Ring’design.

Europe’s Combat Air Fleets: The Current and
Future Landscape

In Europe, operational integration between air forces has been progressing
steadily—the NATO factor has been an important one but is by no means the
only driver for the progress achieved in enhancing interoperability between Eu-
ropean air forces. Yet the European airpower landscape remains marked by con-
siderable diversity, as illustrated by the diverse typology of the more than 1,900
combat aircraft currently in service.

The American-led F-35 program has brought together a number of European
nations including the United Kingdom, the Netherlands, Denmark, Norway, Bel-
gium and Italy. The F-35 as a fifth-generation combat aircraft introduces a new
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model and standard for interoperability for Europe which will, together with
its operators, play a powerful role in shaping interoperability efforts and pro-
grams across European air forces over the coming years. However, most F-35
users continue to maintain wider combat fleets—the Eurofighter Typhoon for
example is likely to remain indispensable to the United Kingdom because of the
F-35's limitations in air superiority missions. For similar reasons, the Typhoon will
likely continue to be operated by Italy, Germany and Spain and similar consid-
erations may extend to F-16 operators such as Belgium, Denmark, Greece, the
Netherlands, Norway, Portugal and Turkey.

Elements of Interoperability in
Future Networked Multi-Domain Operations

AIR SPACE CYBER
SPACE
o Software Applications
ENABLING FEATURES & Shared Services
¢ Common Standards N
¢ Open Architecture
° Data
e Commercial Technology
° Computing & Networking

Other European air forces have acquired combat aircraft such as the Gripen-E
and Rafale which, with its AESA radar and data fusion capabilities, could be con-
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sidered as the de facto future European standard for interoperability. Finland
is pursuing its HX Fighter program with five combat aircraft platforms actively
involved in the competition. Looking out to 2040 and beyond, Europe is likely
to continue seeing the indigenous development of next generation combat
aircraft and, with them, new standards for interoperability being inserted into
both the acquisition and operational planning frames. Consider the develop-
ment of the FCAS (Future Combat Air System) and the British Tempest as cases
in example—both platforms will be coupled with remotely operated and au-
tonomous systems and relays, and operate inside cloud-based multi-domain
data exchange networks.

Air combat operations will therefore no longer correlate to a set
of sequenced tasks but rather to a single continuum of de-com-
partmentalized maneuvers and effects based on and highly re-
sponsive to activity by opposing forces.

The existing and likely future diversity of European air combat fleets may prima
facie suggest an unnecessary duplication of capabilities however these same
differences in approaches and capabilities also provide greater resilience at the
operational and strategic levels. In the coalition environment, it is unclear to
what extent Europe’s air combat fleets will be interoperable with, for example,
F35s entering operational service in Europe now. The same questions will theo-
retically apply to the FCAS or Tempest and these questions around compatibility
and interoperability will extend into the future particularly in relation to MDO.

The challenge of interoperability in coalition environments is being reframed
and will take a new direction with the introduction of new combat aircraft and
platforms but there are no clear or readily available solutions to bridge differ-
ences in doctrine and concept of operations on the one hand, or for technical
integration in a coalition environment where constituent air forces each bring
their own set of capabilities, tools and platforms to the fight. The irony is that the
basic premise and purpose of multi-domain integration is to resolve the lack of
or low compatibility and synergies between different types of platforms, across
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different domains, which are developed using different technical standards and
systems engineering approaches.

The Political Dimensions of Integration and
Interoperability

The evolution towards MDO implies new challenges for the air force by intro-
ducing new sets of dynamics into and for joint parallel planning in the coalition
environment. It also presents a need to adapt or replace existing mechanisms
which have been developed to enable the necessary levels of integration and
interoperability between coalition partners which allow them to operate to-
gether effectively. As the movement towards MDO accelerates, it begs the basic
question: Is interoperability possible when air forces belonging to coalitions and
alliances have adopted different standards in systems and network design ow-
ing to contrasting industrial and political considerations?

This question highlights uncertainties related to interoperability in the future
timeframe looking out to 2040 and beyond as well as to current air combat
fleets which, in the European landscape, already face similar challenges. Euro-
pean air forces will need to contend with requirements for joint integration and
fusion at an operational level which will need to be balanced against higher
level policy considerations that extend into the realm of national strategy, to
include freedom of action and strategic autonomy. In this context, European air
forces will need to interact with and plan capability programs and interoperabil-
ity goals in line with national or European policy directions which are shaped by
a complex milieu of institutional factors and agendas.

It is a reasonable argument that the likely benefits of distributivity and data
fusion between air forces in coalition environments outweighs the associated
risks created by shared combat clouds or the likelihood of operational paralysis
occurring. However, beyond purely operational considerations, there are im-
portant policy issues which are shaped by grand strategy and political outlooks.
Even between allies and partners that share similar worldviews and which fre-
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quently operate or cooperate closely in coalition and joint operations, national
policies can diverge—particularly with regards to military activity in crisis situ-
ations.

There are compelling and historical justifications for continuing to work towards
achieving interoperability between coalition and allied partners, including how-
ever that would be implied in the context of combat clouds. These efforts how-
ever must be balanced with the need to preserve strategic autonomy and the
ability to make independent assessments or military activity (Binnendjik and
Vershbow, 2021). Diverging approaches which are sometimes viewed as lead-
ing to “capability duplication” and a wastage of financial resources in another
way offer advantages through the creation of natural firewalls and resilience for
joint national and joint coalition operations.

In view of current and future developments in coalition air combat models, pre-
serving a level of autonomy may be as important as securing emerging combat
clouds themselves. This will be particularly true in the European context where
the combined combat fleet will likely be comprised of a range of platform types,
each developed according to different systems engineering, technical and in-
teroperability standards, which link to industrial and political considerations. The
same baseline challenges may be transposable to other parts of the world, such
as the Middle East or Asia. Rather than attempting to segment air combat fleets
into “first”and “second” tier capabilities, coalition and allied partners will need to
focus attention towards overcoming challenges and generating the integration
enablers and interoperability solutions for MDO in traditional coalition environ-
ments (Binnendjik et al, 2021).
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Introduction

by Multi-Domain Operations (MDO) approach, which will feature the in-

tegrated and parallel use of Air, Sea, Land, Cyberspace and Space. Across
the spectrum of military operations, from low-tempo peace-keeping missions
and security force assistance to high-intensity, high-tempo warfighting opera-
tions, the military will make use of all operational domains—but particularly the
space domain. Space has become vital to modern military activity as the speed
and tempo of operations have increased and led to compressed time-cycles for
decision-making at the command and control (C2) and tactical levels.

F uture military operations between peer competitors will be characterized

In addition, military activity is more closely scrutinized today given the accel-
erating and widening access to open-source information in the public domain
among civil society actors. One consequence of this has been to intensify the
need for more rapid but also more accurate intelligence to inform decision-mak-
ing in military campaigns. Information from an expanding set of sources and
origins has become the ways and means for decision-making and the space do-
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main has figured centrally to this evolution of military planning and operations
across the range of missions that militaries are expected to routinely undertake.

The space domain is the only way to ensure continuous, cross-border intelli-
gence and situational awareness today and facilitate vital communications. This
reality necessitates greater attention to be focused on the security of space as-
sets and capability planning for space applications in the future. As it stands, the
space domain still does not garner the strategic attention around the world that
it already warrants. However, the military’s use of space will not only remain on
the agenda of defense organizations and military capability planners for years to
come but will increase in importance.

The Geopolitics of Earth, Space and the Widening
Threat Spectrum

It could be argued that as far back as World War II, the use of space was wit-
nessed in warfighting when Germany lobbed V2 rockets with ballistic trajecto-
ries towards Britain. In more recent times, the first military campaign where the
space domain played a crucial role occurred during the First Gulf War in 1991.
Without the use of satellite-enabled GPS, which provided precision navigation
and targeting for kinetic effects and space-based observation of the conflict
theatre for situational awareness, the US and its coalition partners may not have
achieved the same outcomes of Operation Desert Storm that they did.

Since the end of the First Gulf War, Western militaries have gradually expanded
their use and efforts in leveraging the space domain as a way to introduce op-
erational advantages. This growing dependency or addiction on the space do-
main has however also created—and enlarged—new types of vulnerabilities for
military operations which opponents are increasingly capable of exploiting. In
this emerging context it is vital that militaries begin to refocus attention on their
use of space in terms of planning and developing space capabilities relative to
emerging new threats and strategic vulnerabilities.
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This is a challenge that needs to be undertaken at a time when few can doubt
that great power competition is back on the global stage. As global dynamics
have evolved, the United States has been rebalancing its global posture with
a pivot to Asia. Falling energy reliance on the Middle East for the United States
has also triggered discussion around its long term regional role. For Europe, any
future unrest and instability from its eastern and southern borders may lead to
unprecedented challenges with refugees and displaced persons. In managing
the security impact of such risks, European militaries could well face a new re-
ality where reliance on or the availability of American space assets cannot be
taken for granted.
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At the same time, Europe’s own resolve for strategic autonomy and sovereignty
may grow stronger and extend to its future space strategy. Geopolitical factors
and lower barriers of entry are likely to continue introducing new players into
the frame, pursuing the strategic and tactical use of space, operating satellites
and developing ground-based enabling infrastructure. Whilst space cannot be
divided into civilian and military spaces, the area of ‘military space’ will feature
the traditional powers of US, Russia and China but also see the addition of new
players such as the European Union (EU), India, the UAE and others.

The risks of using and reliance on space for military operations are increasing
rapidly as the number of space actors expands. Congestion is a serious threat in
space, particularly in Low Earth Orbit (LEO)—the altitude which spans 400-1500
km above the earth—where satellites risk becoming obliterated. LEO is becom-
ing saturated not only by military users but also a growing range of commercial
operators producing and launching high numbers of small satellites to serve
the rapidly growing commercial space industry.

The risks of growing space congestion are real—since the widely studied col-
lision of Iridium-33 and Kosmos 2251 in February 2009, in March 2021, the col-
lision between Yunhai 1-02 and the fragments (also the result of a knock-off)
from Russia’s Zenit-2 rocket, which itself was launched in September 1996,
reinforced the risks to satellite operations. These recent collisions were most
probably accidents but close proximity maneuvers by satellites towards other
satellites have been observed recently and such close encounters can be the
result of offensive intent designed to render satellites unreliable, untrustworthy
or even completely unusable.

Securing data and information flows through optical commu-
nication, cryptology, frequency hopping or pinpointed radio
transmission will need to feature as vital a capability design pa-
rameter.

Recently observed close proximity encounters and operations do not appear to
have inflicted any visible damage but these incidents have triggered military ac-
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tors in space to rethink their postures and consider mechanisms for enhancing
the protection of their assets—including, potentially, through weaponization. In
December 2019, NATO explicitly acknowledged space as a military operations
domain. Anti-satellite (ASAT) weapons are known to have been experimented
with widely and are likely to be developed more readily as a way to introduce
the logic of deterrence and denial into the space domain against opponents
which may seek to exploit legacy space system vulnerabilities.

There are major implications for such trajectories because of the unintended
consequences and secondary effects such developments would generate at
the lowest level, simply through the risk of space debris spreading across signif-
icant swathes of space. Opponents in space will also seek to target the critical
communications relays between satellites and supporting ground infrastruc-
ture or command centers. Technologically less advanced opponents could at-
tack or disrupt ground-based infrastructure supporting space operations such
as by simply denying physical access, cutting power cables or even physical
attacks and destruction.

The widening spectrum of threats in space are not all-encompassing—for the
time being, these mainly relate to space assets in LEO. Here, there are a series
of defensive responses from military planners available which focus on the LEO
environment—for example, the hardening of supporting and enabling terrestri-
al infrastructure, earth-to-space (and vice versa) communication channels and
also space-based assets themselves. Additionally, military planners will need to
generate new ways and means for improved space situational awareness, space
traffic management, maneuverability in space, responsiveness and payload
adaptability as well as, crucially, international cooperation and efforts towards
creating a rules-based order in space.
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Terrestrial, Communications and Satellite
Hardening

The easiest ways for opponents to target space capabilities supporting mili-
tary operations is to focus on the terrestrially-based supporting and enabling
infrastructure. Fortunately, these elements of space capability are the easiest
to defend and, if necessary, repair or replace. Whilst this may initially seem a
less sophisticated and low-cost response to reducing vulnerabilities for military
space operations, it is vital to not allow this element of future space power and
capability planning to escape the strategic design and planning process.
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The widening spectrum of threats in space are not all-encom-
passing—for the time being, these mainly relate to space assets
in LEQ.

As cyberspace meets space, a dual vulnerability is introduced, particularly for
military communications. The command and control (C2) and information
channels between ground and space-based assets are highly sensitive to spoof-
ing, disturbance, jamming and other forms of interference. Securing data and
information flows through optical communication, cryptology, frequency hop-
ping or pinpointed radio transmission will need to feature as vital a capability
design parameter.

Satellites are also increasingly likely to themselves become the subject of offen-
sive maneuvers and actions to render them less useful or even useless. Military
actors in space must begin to consider and address how space-based assets
will be protected against physical attacks, exposure to high energy radiation,
electromagnetic tampering and a range of emerging new threats from earth.
Special coatings and layers, sensors that detect tampering and the enhance-
ment of defensive and appropriate countermeasures will need to be developed
and implemented.

Improved Space Situational Awareness (SSA),
Space Traffic Management and Maneuverability

SSA underpins an accurate real-time picture of the space domain and makes
possible insights into unexpected or unusual occurrences. With SSA, satellite
operators can better monitor and control the proximity of their assets to po-
tential threats and collision risks—particularly as it applies to navigating space
debris in LEO. The necessary configuration of sensors and data processing tech-
nologies will be able to provide early warning against the possible intrusion of
satellite safe bubbles as well as make attribution possible. In the emerging sce-
nario, deniability of offensive maneuvers and actions will be out of the question
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as accurate attribution is made possible and, logically, a more robust model of
deterrence can be enforced.

By making possible a more accurate picture of space and proximity calculations,
it will become possible to determine appropriate actions to consider and pur-
sue in more timely ways as well as effectively developing a space traffic man-
agement system. Improved SSA will lead to the reduction of a satellite’s safe
bubble as it is constituted and in turn this will reduce the propensity for evasive
maneuvering while offering safer ways to achieve and maintain safe navigation
and mobility in space. By also enabling space traffic management, the securi-
ty of space-based systems will be enhanced, prolonging satellite lifespans and
support better planning for replacements, upgrades and new insertions.

Enhancing the maneuverability of satellites is an imperative defensive measure
to enhance their protection and survivability. The same benefit of maneuver-
ability as it applies to ground units where mobility will enhance the protection
but where a more complex set of challenges will need to be addressed, such as
fueling, on station-time and tactics, techniques and procedures (TTPs).

Design, Responsiveness and Payload Adaptability

In the event of losing satellites as a result of offensive actions by an opponent
or natural circumstances and even accident, it will be critical to replace any lost
capability in the shortest time possible—with a like-for-like or improved system.
Indeed, the future of satellites lies with micro or nano-satellites which are less
costly to build and launch in comparison to legacy space systems. Where the
need for new functionalities and requirements emerge, new space technolo-
gies will create new ways to deliver these in more responsive ways. Responsive-
ness in design, manufacture, testing, procedures and launch will need to be key
criterions for space capability planning and will need to be supported by close
and continuous cooperation with industry and knowledge partners.
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In the design of new satellites and space systems, the development of new ap-
plications may need to be spread out in order to build and launch satellites
more rapidly and cost effectively. Implementing new and constantly evolving
requirements through development programs is unreasonable and militar-
ies must become better at pushing these towards future iterations. Constant
change and modifications to space development programs can add huge cost
and time delays. Instead, the focus must be on making satellites more modular
or adaptable so that their functionality can be modified without great cost or
complexity. If high modularity and adaptability is built into the current genera-
tion of satellites under development, their usability and lifespans would be en-
hanced enormously.

Geopolitical factors and lower barriers of entry are likely to con-
tinue introducing new players into the frame, pursuing the stra-
tegic and tactical use of space, operating satellites and develop-
ing ground-based enabling infrastructure.

International Cooperation and a Rules-Based
Order in Space

For smaller militaries and particularly those which cooperate under a common
security umbrella, burden-sharing through a division of responsibilities and ca-
pabilities is strategically compelling. The pooling and shared use of assets and
capabilities will be a crucial feature of developing space capabilities that will rest
on successful outcomes in international cooperation. International cooperation
regarding the use of space will also need to address the wide range of free-
dom that currently exists for any actor in space in the absence of rules on be-
havior. Until now it appears that the limited number of nations with advanced
space capabilities have been reluctant in creating more concrete frameworks
and developing long-term rules between themselves to avoid hampering the
future range of strategic possibilities. Yet with increasing congestion in LEO, the
emergence of new military actors in space and its evolution as a contested op-
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erational domain, space should no longer be accessed and exploited in the ab-
sence of a minimum set of rules and acceptable risk.

Conclusion

The widening spectrum of threats—increasingly cross-domain in nature—and
the acceleration in military decision-making required given massive increases
in data produced or becoming available exacerbates future challenges for war-
fighters. Hybrid warfare and military competition below the threshold of open
conflict will need systems which support the military planners and operators
with early warning, superior situational awareness and prompt decision-mak-
ing. Rapid access to information where integrity is guaranteed will be crucial to
strategic success. Across all of these strategic imperatives, the space domain will
have a vital role to play.

Access to the space domain comes with enough challenges on its own but in
the context of the military use of space, even more must be considered. None-
theless, dependency on and use of the space domain is inescapable and ca-
pability planning for it must apply fundamental considerations for delivering
technical solutions which generate new strategic and operational advantages
and by forwarding the goal of international cooperation to allow the unobtru-
sive use of space. Ultimately, though, it should not be lost on militaries to think
about how the loss of access to critical space infrastructure will be negotiated.
Ata time where access to space is taken for granted, the military arts of map and
compass reading, field orientation, navigation and operating without commu-
nications may need to be preserved for longer yet.
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Introduction

tion (Third Industrial Revolution) with increasing degrees of integration

amongst cyber, physical and biological systems. The 4IR is predicted to
impact on all sectors, including the nature of conflict (Schwab, 2016). Key con-
cepts that form part of 4IR include (but are not limited to):

The Fourth Industrial Revolution (4IR) extends the information revolu-

Data science and big data analytics, often driven and/or automated by
artificial intelligence and machine learning;

Cloud computing, providing remotely accessible computing resources;
Internet of Things (loT), where hyper-connected devices can act as sen-
sors and actuators to produce large amounts of information and cy-
ber-physical interconnections;

Augmented reality, overlaying information on glasses, map, or image;
Cyber-security, due to vulnerabilities introduced by connecting insecure
‘non-traditional’ devices onto networks.
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Some of the 4IR concepts have been present in the military setting in some
form, such as augmented reality similar to head up displays, and the loT con-
cept evolves network centric warfare (or as Wassel (2018) calls it, data warfare’)
into what has become known as the‘Internet of Battlefield Things' (IoBT) or the
‘Internet of Military Things' (loMT) (Castiglione, Choo, Nappi, and Ricciardi, 2017).
loT implementations in the military have the potential to support command
and control (C2) of Multi-Domain Operations (MDO) in a range of areas (Seffers,
2017). As such, MDO in the future can be considered to include a hyper-con-
nected battlefield which results in an increased attack surface for information
warfare (IW) (Cenciotti, 2017; van Niekerk, Pretorius, Ramluckan and Patrick,
2018). This paper will consider IW in the context of both MDO and the I0BT.

Multi-domain Operations and Information Warfare

The traditional ‘physical’ domains of military operations include land, sea, air,
and space; however, there is increasing need to dominate in the electromag-
netic spectrum (EMS), cyber, and the broader information environment (Ween,
Dortmans, Thakur, and Rowe, 2019). The MDO approach has been described
as a "joint warfighting concept that will bring to bear all of the firepower, both
kinetic and non-kinetic” to provide superiority across the battlespace in an un-
precedented way (South, 2019).

Figure 1 illustrates multiple operational domains: the four ‘physical’ domains
are illustrated in the centre of the figure; these domains usually are mobile and
communicate through broadcast mediums at various frequencies (the EMS).
Cyberspace becomes an extension of this, providing the data and information
transfer mechanisms, such as networking protocols. Whilst the contemporary
information domain is considered almost identical to cyberspace, the informa-
tion environment is broader and includes printed and cognitive information as
well. These all support the human element, which encompasses strategic and
tactical decision-making processes (for example, command and control) for the
warfighters and commanders but extend more widely to society, the economy,
and politics.
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= Domains of Operations =
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Figure 1: Domains of Operations

Information warfare, in its earlier form, comprised operations that could affect
and/or protect information across the physical, virtual and cognitive domains
(Brazzoli, 2007; Waltz, 1998). These 'pillars’ of IW included electronic warfare (EW),
cyber-operations, psychological operations (PSYOP), intelligence, network cen-
tric warfare or information infrastructure warfare, and command and control
warfare (C2W) (Brazzoli, 2007).
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The 6 Pillars of Information Warfare
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Figure 2: ‘Pillars’ of Information Warfare

Modern use of the term ‘information warfare’ tends to refer more to the cogni-
tive aspects, such as disinformation and influence campaigns, often driven by
social media and instant messaging (Stengel, 2019). Emerging discussions focus
on the‘convergence'of EW and cyber in what is known as cyber electromagnet-
ic activities (CEMA) (UK Ministry of Defence, 2018; US Department of the Army,
2014). However, a greater convergence of IW pillars can be argued particularly
given the apparent success of coordinated information and physical operations
in Ukraine, despite not providing a ‘decisive’victory (Valeriano, Jensen, and Ma-
ness, 2008; van Niekerk, 2015).

Offensive IW typically has one of the 5 Ds": deny, degrade, disrupt, deceive, or
destroy’ (Sterling, 2019) as a strategic or operational objective; however, others
have also proposed objectives such as:
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Disrupt, deny, destroy, manipulate, and steal (Hutchinson and Warren,
2001);

Degrade, deny, corrupt, and exploit (Borden, 1999; Kopp, 2000);
Interrupt, modify, fabricate, and intercept (Pfleeger and Pfleeger, 2003).

Ultimately human decision making is targeted at tactical, operational and stra-
tegic levels; however, conflict through cyberspace and the information envi-
ronment is increasingly targeting societal, political and economic decision
making as well as military operations or operators. With the growing focus on
disinformation and influence campaigns by state and non-state actors, partic-
ularly through online 'news’ websites and social media, the more objectives of
IW at the higher strategic level have been rephrased to the 4 Ds: dismiss, distort,
distract, and dismay (White, 2016). Such types of operations target the ‘will’ of
a population or politicians and, combined with the more operationally focused
elements of IW in a given battlespace, aim to reduce or remove popular or po-
litical support towards a conflict or its military objectives.

loBT and Information Warfare

Castiglione, Choo, Nappi, and Ricciardi (2017: 16) indicate that the battlefield
has seen “an increasing number of ubiquitous sensing and computing devices
worn by military personnel and embedded within military equipment”. It was
reported that NATO was investigating the potential benefits of loT to the mili-
tary in areas such as situational awareness, surveillance, logistics, medical appli-
cations, base operations and energy management (Seffers, 2017; Stone, 2018;
Wassel, 2018). 10BT/IoMT also has a vast potential to support C2 in MDO through
‘combined operations logistics support; tactical-level situational awareness; tar-
geting; monitoring of vehicle and soldier status; battlefield medical care and
even environmental monitoring” (Seffers, 2017).

Ren and Hou (2018) propose a “Combat Cloud-Fog"architecture with three tiers.
A'combat resource’tier includes the military equipment such as platforms and
sensors in the traditional four physical domains. Cenciotti (2017) uses the ex-
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ample of an F-35 aircraft that has sensors to collect information about its envi-
ronments and potential threats; it also has internal sensors to monitor its per-
formance and therefore can be seen as both a ‘thing’ on the Internet, but also
as a group of sensors. Valeriano, Jensen, and Maness (2008) consider the F-35
equivalent to a computer server. This indicates the growing complexity of mod-
ern military systems, the reliance of digital information, and the amount of data
that can be generated (relating to concepts associated with ‘big data’).

The second tier of Ren and Hou's (2018) architecture includes a ‘fog layer, for
localised distributed computing and storage. The third layer then comprises of
cloud computing, with greater storage and comprising of multiple ‘fog network’
links. The fog network can be thought of serving the tactical and operational
levels of C2, whereas the cloud network serves the operational and strategic
levels of C2. Given the scope of MDQ, it is wise to extend the sensors of the
"Combat Cloud-Fog”architecture to include sensors in the EM domain as part of
the combat resource set.

The potential for the algorithms to be ‘tricked’ is of particular
concern to those needing to make command decisions based
on analysed data being presented to them: can the information
about the battlespace be trusted? At a far more tactical level, can
a pilot or control station on a warship trust the information be-
ing displayed? Any hesitancy or incorrect decision is ultimately
the objective of information warfare.

Monitoring also needs to be provided in the cyber domain throughout the
Combat Cloud architecture to aid in cyber-security. There have been recorded
incidents of ‘connected’ military units and/or equipment being affected by cy-
ber-incidents: in 2009 was reported that malware had affected warships and a
military airfield (Page, 2009; Willsher, 2009), mobile malware was used to track
artillery units (Volz, 2016) and there are now growing concerns over cyber and
electromagnetic threats to satellites and space-based systems (Garner, 2020; Ra-
jagopalan, 2019). Compromised loT devices have been used to launch distribut-
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ed denial-of-service (DDoS) cyber-attacks were some of the largest recorded at
the time they occurred (Fruhlinger, 2018).

Such incidents and wider concerns related to information systems and security
point to the inherent risk of highly interconnected systems. Van Niekerk, Preto-
rius, Ramluckan, and Patrick (2018) illustrate how information warfare can be
used to target loT and humans through vulnerable IoT. Numerous such theoret-
ical attacks can be applied to military scenarios, such as:

- Wiper malware or ransomware that destroys data and system software
can create catastrophic effects for aircrafts or submerged submarines, for
example;

- Injecting PSYOP messages to heads-up-displays of pilots can distract and
dismay the pilot by suggesting the aircraft systems are compromised and
adversely impact time-critical decision-making;

- Cyber-attacks manipulating sensor arrays (for example, sonar array or air
defence radar) randomly to provide false targets and hide actual targets,
thereby distorting the view of the battlespace;

- Using malware and social media on the phones of military personnel to
determine deployments and thereby generate intelligence relating to
operations.

Table 1 illustrates possible ‘generic’ W threats relevant to the cloud-fog IoBT ar-
chitecture.

Table 1: W threats to the loBT

Cloud-Fog

Architecture Domain IW threats

Physical Destruction of cloud network infrastructure

DDoS to overload the cloud network

Tier 3: cloud Network intrusion to steal information
Cyber

Network intrusion to manipulate information

Network intrusion to destroy information
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Cloud-Fog
Architecture

Domain

Physical

IW threats

Destruction of fog network infrastructure

Electromagnetic

Jamming of wireless receivers to the fog network

Tier 1: combat
resource

Tier 2: fog DDoS to overload the fog network
network Network intrusion to steal information
Cyber — ) ) :
Network intrusion to manipulate information
Network intrusion to destroy information
Physical Destruction of sensors / equipment

Electromagnetic

Jamming of wireless links amongst devices

Directed energy to destroy electronic devices

Malware on devices to track units

Cyber Malware to degrade equipment performance
System intrusion to manipulate sensor information
Cognitive PSYOP messages transmitted to devices

In general, the loBT may result in a congested EM spectrum and network due to
the increasing number of EM signals and the quantity of data being transferred.
This in turn may increase the susceptibility to EW and DDoS attacks as each
signal could present itself as‘noise’to each other, and jamming will increase this
‘noise’level to degrade or disrupt the effectiveness of the communication links.
In a similar manner, the closer to the ‘threshold’of a network the data quantity is,
the more susceptible it will be to being flooded and overwhelmed by malicious

traffic.

The fog network can be thought of serving the tactical and op-
erational levels of C2, whereas the cloud network serves the op-
erational and strategic levels of C2. Given the scope of MDQ, it is
wise to extend the sensors of the “Combat Cloud-Fog” architec-
ture to include sensors in the EM domain as part of the combat

resource set.

loBT will possibly contribute to the ‘convergence’of cyber, EW, and PSYOP at the
tactical level: van Niekerk, Pretorius, Ramluckan and Patrick (2018) discuss some
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aspects of this convergence in a general context. Above the possibility of cyber
being used to inject a PSYOP message to target pilots is mentioned; similarly EW
could be used to'overpower’radio communications to transmit PSYOP messag-
es to personnel. This convergence can be thought of as a layered model of IW:
EW targets the physical layer of the network, cyber targets the higher layers and
protocols, and a payload option for the cyber component is the distribution of
PSYOP messages.

Another aspect to consider are the algorithms that are implemented for data
analysis and for the functioning of military equipment. Due to the quantity of
data produced by modern equipment, it is impossible for humans to analyze all
of it and a degree of automation is needed, usually implemented with Artificial
Intelligence (Al). However, there have been instances illustrating that modified
inputs have resulted in Al providing an incorrect classification (Field, 2017; Le-
mos, 2021). Often new technologies are implemented without taking security
into account, and it is no different with Al. In the academic space, thereis a sharp
increase in the amount of research investigating attacks on Al systems includ-
ing adversarial attacks to induce incorrect outputs, as well as data poisoning
(also known as model poisoning) which corrupts the training data to produce a
flawed model (Constantin, 2021; Lemos, 2021). The potential for the algorithms
to be ‘tricked"is of particular concern to those needing to make command de-
cisions based on analysed data being presented to them: can the information
about the battlespace be trusted? At a far more tactical level, can a pilot or con-
trol station on a warship trust the information being displayed? Any hesitancy or
incorrect decision is ultimately the objective of information warfare.

Conclusion

Multi-domain operations encompass all physical environments and can extend
into the electromagnetic and cyber domains as well. The Internet of Battlefield
Things provides a mechanism to achieve multi-domain operations through em-
bedded sensors providing a common picture of the operating environment(s).
However, loT in general has been seen to be vulnerable to compromise, and
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a hyper-connected battlespace could increase the attack surface for informa-
tion warfare across the physical, electromagnetic, cyber and cognitive domains.
Attacks could target the physical infrastructure, the signals, network protocols,
algorithms, data, and the human psychology.
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IW and the Joint Force

well-known axiom may seem trite, the Joint Force has experienced rapid-

ly changing circumstances in the information warfare (IW) environment in
recent years. Military assets are vested with the Joint Force or its component
services increasingly with force-wide or inter-services connectivity enabled
by emerging tools in the cyberspace domain and with the notion of combat
clouds. The objective of achieving dominance in the information environment,
which is accessible to virtually anyone, poses new and complex challenges in an
emerging reality of hyperconnectivity that spans the physical and virtual worlds.
The dichotomy of the Joint Force not having sole responsibility or authority to
IW, both offensive and defensive, is especially acute in the emerging operational
context where an increasing expanse of actors and players is more and more
apparent. Future approaches to IW in joint and distributed cross-domain op-
erations will therefore need be fundamentally altered and realigned to reflect
these fundamental shifts in the nature and scope of the Joint Force’s operational
spaces.

‘I t is universally understood today that information is power and while this
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The ability of Joint Force to adapt systems, networks and operational approach-
es to compete effectively in the future competition continuum warrants a re-
conceptualization of what is inferred by taxonomies such as the ‘information
environment’and‘IW'itself. Even today, we should ask ourselves, what is W, how
is it different than the Joint Force's traditional military operations and activities,
and how will it affect constructs for all-domain command and control? Where
is IW positioned in the broader efforts for building an agile and resilient fighting
force for the future, to include the cyberspace domain? These are vexing ques-
tions which must consider how vital elements of ‘power’ have changed as a
result of the information revolution. Rethinking grand strategy in today’s world
is key to understanding the ways in which the Joint Force must adapt its future
approach with regards to doctrine, planning and operations. Increasingly, IW
has been tested and employed in new and novel ways and there is a growing
frequency and sophistication in the use of IW by the Joint Force that will only
accelerate.

Information is power that is dispersed

There is tremendous power inherent in information and while ‘traditional” mil-
itary approaches emphasize and search for 'new’ options for IW effects, these
may not reflect the best solutions for the Joint Force or deliver the necessary
advantages necessary for achieving the information dominance it desire in an
emerging operational environment where a fusion of cyberspace into the plan-
ning and operations cycle is well underway. The scope, nature and characteris-
tics of IW has grown, however IW remains a nebulous and ill-defined concept
in terms of tactics, techniques and procedures (TTPs) as well as at the level of
grand strategy itself. The information revolution has led to the formation of new
organisations and actors as well as a growing significance for commercial and
even non-state actors into the operational domain of the Joint Force ‘virtually'
As a consequence, there is a growing need to bring together this growing and
disparate set of stakeholders and actors which are active across the information
environment and cyberspace spectrum and which ultimately influence and af-
fect how successfully the Joint Force will be able to conduct its missions.
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The goal to become more dynamic and responsive will require that the Joint
Force generates a more ‘true’ strategic and operational picture of IW threats
and risks across the information environment it interacts with and influenc-
es—or is influenced by. The movement of the security paradigm away from a
military-dominated landscape to a new one where that is more dispersed and
spans a greater depth and breadth of stakeholders and partners illustrates the
disjointedness of IW at the strategic but also operational level of warfare. To truly
understand changes now underway within the strategic and operational envi-
ronment it is critical to understand the tremendous shifts that have occurred in
national in power structures over recent years. The irony is that rarely is there a
formal government department or agency or operational unit focused solely
on information power and which is tasked with the control and distribution of
such. The reality is that information power is diluted across a wide array of agen-
cies and organizations.

As the Joint Force transforms towards integrated cross-domain
operational capabilities, which are intrinsically enabled by the
information domain, a domain which is by its nature one that is
opaque and blurs the physical and virtual worlds, there is a grow-
ing need to recognize IW at the same level as air or land warfare.

Attempts to now claim or set boundaries around what are elements of informa-
tion power will be futile, for the Joint Force and, similarly, for others. There are
convincing reasons for this, namely dealing with taxonomy and organizational
relationships as well as the inability to set clear boundaries and funding for IW
missions. Taskings against a growing set of government and military agencies
will only impede the development of a coherent, integrated national strategy
for information dominance within which the military at large and the Joint Force
in particular are one among multiple components. Where once the operational
C2 of the Joint Force or its components was solely under ‘their’ respective com-
mands which had their ‘own’ communications systems, this is not necessarily
the case anymore. Ask, for example, who controls information power and infor-
mation resources at the strategic level? If it is not the Joint Force, how can the
Joint Force be the key C2 authority for IW?
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Refocusing IW for the Joint Force

If it was a mission of the air, land and sea forces to counter actions by hostile
forces, how would they approach such missions today given the expanded na-
ture and scope for IW that impacts ‘their’ operations? Combat networks are de-
signed to be dependable, resilient and rigorous, and in some situations, they are
the only means of communicating, but there are many more aspects of W that
adversarial forces can target efforts toward in a multi-domain context in order to
disrupt, degrade or delay operations today—such as logistics and supply chain,
for example. As the Joint Force transforms towards integrated cross-domain op-
erational capabilities, which are intrinsically enabled by the information domain,
a domain which is by its nature one that is opaque and blurs the physical and
virtual worlds, there is a growing need to recognize IW at the same level as air
or land warfare.

This is especially true as most Joint Force operations are anticipated take place
in highly contested and distributed environments where IW will be an inher-
ent feature of the competition space. Yet, with constraining budgets, threats on
the rise, and more actors present in these same very spaces, Joint Force com-
manders find themselves at a critical decision point. The Joint Force will need
to generate new ways, means and ends for processing vast amounts of infor-
mation rapidly and to do so together with a wider set of partners, customers
and consumers of these same information resources and databases. As part of
IW, information management, connectivity and flows will become core mission
elements and the Joint Force will need to transform towards a more integrated
and interdependent reality to incorporate new operationally critical elements
and layers of the information domain into their planning and operations cycle.

The scope, nature and characteristics of IW has grown, however
IW remains a nebulous and ill-defined concept in terms of tac-
tics, techniques and procedures (TTPs) as well as at the level of
grand strategy itself.
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External interplay and linkage in the search for
information dominance

It will be vital for the Joint Force to address the question of whether its focus
ought to be more on offensive or defensive IW. Many would agree that the Joint
Force should develop and maintain a balance of offensive and defensive IW ca-
pabilities however there are more limitations to the former. Ultimately, the Joint
Force will need to address these questions by developing clarity on the scope of
its future IW goals, capabilities and objectives, considering long-term strategic
requirements but understanding what it is that is absolutely essential tactically
for it to execute operational missions effectively in the short-term.

= The Strategic Environment for IW =
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IW campaigns will increasingly use or rely on or interact in important ways with
commercial networks. Such networks and tools will hinder the Joint Force in
utilizing traditional electronic warfare tools and cyber warfare operations. Op-
erational planners will need to contend with an entirely new spectrum of play-
ers, networks, systems and other factors in respect to IW. Instead of planning
missions in a vacuum, the Joint Force will increasingly need to understand, be
aware of and coordinate operationally with more agencies and commercial ac-
tors than ever before. This will be a highly complex challenge to develop the
necessary frameworks for cooperation to allow the effective coordination and
flow of information to and from the Joint Force with, for example, intelligence
agencies, third party logistics suppliers, various force elements of coalition part-
ners, and so on.

= IW at the Operational Level =
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There are many ways to think of the factors which will influence the future direc-
tion of IW.To begin, is there a truly operational element of IW? If so, who owns it,
what is there span of control and influence? Any Joint Force IW strategy should
not just be a subset of a nation's power instruments but be totally integrated
with it, crossing all domains including land, sea, air and space. As the Joint Force
learns to synchronize effects more seamlessly, dominance of the information
environment will become crucial to its overall success. IW will need to become
embedded in all activities from the onset of planning—not ‘added on’ at the
end or planned inisolation. The Joint Force will need to look at what effects it in-
tends to generate and then pick the appropriate weapon or action for this. Truly
full spectrum targeting across domains should theoretically provide a choice of
kinetic or even purely informational effects to be used as alternatives.

How this affects C2 in joint warfare environments and the goal of connecting
the fighting force in a way that is cognizant of the evolving reality, scope and
demands of IW and the capabilities needed for it is crucial. The hard question
to ask is: What exactly can we not control with respect to IW? Here we need
to consider the growing role and significance of cyber operations by foreign
and domestic groups and the reality of IW actually being a transformational
concept rather than a fixed one. IW cannot be stove-piped and will need to be
distributed across all elements of the security and intelligence architecture with
which the Joint Force interacts and operates together with. The need for such
an approach is demonstrated by new taxonomies once again: Instead of call-
ing activities as IW, for example, why not instead label them just as operations?
The use of information as an element of power or a weapon is not new and
although it is a relatively new tool in the Joint Force commander’s arsenal this is
a weapon that will need to be used just like any other tool if the battlefield has
been properly prepared.

Conclusion

The information age promises hyper connectivity not just between sensors and
shooters, manned and unmanned vehicles but much more vastly, to include
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logistics, intelligence and civilian populations themselves, so moving forwards,
what should the Joint Force expect to encounter in respect to capability plan-
ning for and in IW environments? The Joint Force’s objective to achieve informa-
tion dominance in multi- or all-domain operations will require the utilization of
complex new approaches and tools in W as part of a wider ecosystem of infor-
mation resources and information power. IW conducted by the Joint Force will
need to be coordinated more closely with partners in, for example, mounting
deception and cyber operations and indeed even with fake news and propa-
ganda campaigns.

Threats like ransomware will extend to supply chain partners at one end to
ideologically-motivated non-state actors at another. This bifurcation of the in-
formation environment into ever smaller and smaller sub-groups creates mas-
sive challenges in attempting to develop IW in a total vacuum, for the Joint
Force and in practice for other instruments of power a nation has. It has been
shown, and it will continue to be emphasized over the next few years, that IW is
avital to the Joint Force's operational and C2 effectiveness, particularly in a com-
bat cloud-enabled environment. The deployment and employment of military
power in the future will require the Joint Force's planners and operators to be
more situationally aware, more collaborative and more dependent on partners
in the information environment if they are to go beyond traditional ‘in house’
approaches and generate the optimum solutions for IW effects.
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fence operations. Great-power actors have been investing in technology

that enables high-speed connectivity between a growing number of war-
fighters, networks, and autonomous or manned machines that can interact in
a highly complex and increasingly unpredictable battle environment. At the
same time there is an emerging drive to link a growing number of sensors, mo-
bile land platforms, aircraft, mission systems, unmanned systems, man-porta-
ble devices, human-wearable devices, weapons, munitions, software, and other
technology to become a single information network. The overall objective is to
create a dynamic and adaptive matrix that enables real-time, actionable, and
predictive analytics for decision making, command and control (C2), and other
in-theatre capabilities.

] nformation and data-sharing networks have changed the landscape of de-

The end goal is to shift warfighting from linear decision making to a web of
actionable outcomes to deny, deter, and defeat adversaries. The US Defense Ad-
vanced Research Projects Agency (DARPA) calls this a shift to ‘mosaic warfare’as
traditional asymmetric technologies, such as bespoke satellites, stealth aircraft,
and precision munitions, offer reduced strategic value in modern warfare due
to growing global access to commercially available advanced technology and
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components. This mosaic warfare concept is intended to move beyond individ-
ual system designs and unique interoperability standards to develop processes
and tools dependent on trusted connections between known entities that offer
limitless possibilities for creating effects at the tactical, operational, and strategic
decision-making levels.

Intelligent interaction

The Internet of Things (IoT) has been used to describe communication and in-
formation sharing between large numbers of ‘smart’ technology nodes. These
can then be categorised into data-carrying devices, which are attached indi-
rectly to physical things with communication networks; data-capturing devic-
es, which are reader-/writer-type devices that are capable of interacting with
physical things indirectly via data-carrying devices or directly via data carriers
attached to physical things; sensing and actuating devices, which detect or
measure information in the surrounding environment and convert it into digital
signals; and general devices, which have embedded processing and communi-
cation capabilities and may include equipment and appliances for different loT
applications (International Telecommunication Union 2012).

loT can describe city networks, industrial grids, cloud computing, and mobile
networks, while its applications have boosted data and information gathering
and services when introduced to biomedical, security, and commercial and in-
dustrial infrastructure systems. However, due to the relationship between the
industrial-commercial complex and defence and military services, applications
of loT technology to modern warfare strategies have come under greater scruti-
ny. The Internet of Military Things (IoMT), or Internet of Battlefield Things (IoBT),
describes technology that enables intelligent interaction among warfighters
and their equipment within battlespaces.

Other defence usage of loMT describes sets of interdependent and networked
elements that not only include sensors and devices, but also infrastructure such
as storage and data processing equipment, the network used to interconnect
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devices and nodes, and the software and machine-learning algorithms that
govern them. This incorporates a wide range of military integrated sensors, de-
vices, and platforms capable of intelligent sensing, machine learning, and actu-
ation via cyberspace nodes and human-machine interfaces. These interactions
are intended to increase situational awareness and reduce time for processing
data, risk assessment, strategic planning, actioning information, and executing
objectives. Under a broad definition ‘things’ could include tanks, warships, air-
craft, unmanned aeriel vehicles (UAVs), forward operating bases (FOBs), logis-
tic equipment, transportation and building infrastructure systems, warfighters
themselves, or anything that can be integrated with sensing, processing, and
transmission capabilities (Russell and Abdelzaher 2018).

Accelerating the OODA Loop for
Operational Advantage

COMPETITOR 1

Observe Decide Observe Observe Decide Observe

Orient Act Orient Orient Act Orient

Time

COMPETITOR 2
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In this way IoMT represents the convergence of warfighting domains: their
networks, embedded hardware, electromagnetic emissions, communication
nodes, mobile processing hardware, software architectures, information man-
agement, and data analytics. Just as digital twins mitigate the threat of equip-
ment malfunction, failure, and cyber-based intrusion through simultaneous
modelling and continuous prediction of maintenance and performance ca-
pabilities, the data collected from the pervasive sensing and communication
promised by IoMT can be used for dynamic system optimisation, fault detec-
tion, and monitoring and prediction. In addition, loMT provides the pervasive
analysis, management, and C2 needed for a new type of information warfare:
one that is decision centric by relying on faster and better decision making, as
well as shorter actionable response times.

Fault tolerance is low and failures in communication nodes are
catastrophic. Back-ups, digital twins, and alternative communi-
cation pathways must be established and secured.

Unmanned and uncrewed (optionally piloted) aircraft have entered the land-
scape and proven to be a force multiplier, especially for data gathering and air
strikes in long-range, difficult to reach, and/or anti-access/area-denial (A2/AD)
regions. They have become the workhorses for in-theatre intelligence, recon-
naissance, and surveillance (ISR) and are already performing a wide range of
military mission roles. A number of countries are developing future-combat air
systems (FCAS) programmes that envision high-performance, network-enabled,
unmanned aircraft that fly in concert with manned combat aircraft—either in
swarms or as a'loyal wingman'—to close this gap.

Loyal wingman concepts operate as an extension of the sensors and other sys-
tems of manned aircraft, with capabilities to disrupt, damage, or destroy target
air-defences while surviving in contested A2/AD environments. These teamings
seek to create overmatch by shifting traditional manned combat aircraft forma-
tions to new mixes of manned and unmanned platforms that create more agile,
stealthy, and lethal weapons delivery. If the awareness-to-decision-to-response
chain of modern warfare is to accelerate to cyber speed, machine-human team-
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ing with Al-boosted analysis and edge computing in-theatre is required. The
interconnected technology of mosaic warfare will leverage unmanned systems
with machine intelligence self-aware enough to assess the status, goals, and
vulnerabilities of missions to counteract disruptions in real time.

JADC2 and Advanced Battle Management System
in the United States

The USAF the Advanced Battle Management System (ABMS) is part of a wid-
er plan by the US military to create a Joint All-Domain Command and Control
(JADC2) concept, which is looking to build an loMT by connecting sensors from
all across all US services into a single collaborative network. Previous efforts saw
each service develop its own tactical network, although these were incompat-
ible with each other. According to the US Congressional Research Service, with
interoperability based on a common multi-domain loMT the US DoD seeks to
transform “the current multi-day process to analyse the operating environment
and issue commands” into a process that takes “hours, minutes, or potentially
seconds”for future conflicts and operating environments. The US DoD has also
stated that the existing C2 architecture is insufficient to meet the demands of
the US National Defense Strategy (NDS).

The US Air Force's (USAF's) loMT programme, the ABMS, was originally envisioned
to replace the USAF's E-3 Sentry Airborne Warning and Control System (AWACS)
platforms. However, it took on a broader scope when former assistant secretary
of the Air Force for Acquisition Will Roper stated that the contested environment
envisioned by the 2018 US National Defense Strategy had forced the air force to
restructure ABMS. Roper directed that ABMS become less focused on command
centres and aircraft while refocusing on creating digital technologies, such as
secure cloud environments, to share data across multiple weapon systems.

The ABMS IoMT is now intended to encompass a family of systems that includes
hardware and software designed to improve anti-access/area denial (A2/AD)
management and enable USAF elements to co-ordinate with and conduct joint
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operations with the US Navy (USN), US Marine Corps (USMC), and US Army.
According to the US Congressional Research Service, the USAF has performed
five events to demonstrate the new C2 capabilities it intends ABMS to field. In
December 2019 the air force showed the capability to transmit data from a US
Army radar (an air-defence sensor and firing unit) and a USN destroyer (the Ar-
leigh Burke-class guided missile destroyer USS Thomas Hudner, deployed in the
Gulf of Mexico) to Lockheed Martin F-22 Raptor and F-35A and F-35C Lightning
Il Joint Strike Fighter combat aircraft, in addition to the US Space Force Uni-
fied Data Library (UDL), which is a cloud environment combining space- and
ground-based sensors to track satellites.

In September 2020 ABMS detected and defeated a simulated US-bound cruise
missile using hypervelocity weapons. ABMS also exhibited capabilities to “de-
tect and defeat efforts to disrupt US operations in space”. In the same month
the USAF used a KC-46 tanker aircraft to perform tactical C2 by relaying data
from fourth-generation fighters to fifth-generation aircraft, such as the F-22
Raptor, during Exercise ‘Valiant Shield"at Joint Base Pearl Harbor-Hickam in Ha-
waii. In February an abbreviated demonstration was held in Europe that linked
allied nations, including the Netherlands, Poland, and the United Kingdom, into
combined air operations. According to General Jeffery Harrigan, commander
of USAF Europe, the event tested US and allied capabilities to perform long-
range strike missions with F-15E aircraft launching AGM-158 Joint Air-to-Surface
Standoff Missiles (JASSMs) while using US and allied F-35s for airbase defence
missions. In May the USAF stated that procuring a communications pod for the
KC-46 would be the first capability release for the ABMS programme.

loMT in the UK and Europe

Concepts for a programme similar to ABMS were published in April by the UK
Ministry of Defence’s (MoD’s) Digital Strategy for Defence effort. This is intended
to create a secure, singular, and modern ‘digital backbone’ connecting “sensors,
effectors, and deciders across military and business domains and with partners,
driving integration and interoperability across domains and platforms” by 2025.
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"We have too often traded out technology refresh and have not driven suffi-
cient integration and commonality, the MoD warned. “Continuing down this
path will prevent us from exploiting emerging technologies at the pace and
scale required to deliver the Defence Purpose!

The UK Digital Strategy went on to highlight that access to, and control of, the
electromagnetic spectrum (EMS) is essential to all operations and the function-
ing of the digital backbone, adding that with the advent of 5G and loT the cyber
domain would grow “far faster and wider in the next few years. As such, data and
architectural standards, as well as management of the EMS, will secure opera-
tional advantage and freedom of manoeuvre!

The UK's loyal wingman platform, Mosquito, for the Tempest optionally piloted
future fighter jet is under a programme known as the Lightweight Affordable
Novel Combat Aircraft (LANCA). Mosquitos will be compatible with UK aircraft
carriers and will be able to perform a range of roles, such as weapons carri-
ers and/or decoys or serve as weapons themselves. The UK FCAS programme
also includes Alvina swarming drones and other legacy platforms networked
together by a combat cloud, with uncrewed aircraft expected to replace UK
Typhoon aircraft air-to-air combat capability by the mid-2030s.

European loMT initiatives include the Wireless Sensor Networks for Urban Local
Areas Surveillance (WINLAS) and Cloud Intelligence for Decision Making Sup-
port and Analysis (CLAUDIA) projects, which fall within the scope of the Euro-
pean Defence Agency (EDA). The WINLAS programme researches large sensor
networks of heterogeneous devices for urban warfare, energy systems, and in-
formation management in large-scale soldier modernisation systems. The re-
search from this project builds partly on the results of the EDA’s Information In-
teroperability and Intelligence Interoperability by Statistics, Agents, Reasoning,
and Semantics (IN4STARS) programme, which is intended to improve situational
awareness in urban areas by using Al, sensors, and energy harvesting to prolong
network operation.
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The main objective of CLAUDIA is to develop modular software analysis plat-
forms to support the analysis and assessment of military scenarios, especial-
ly those exercised during hybrid warfare. CLAUDIA is intended to support the
needs of commanders in terms of analysis, decision making, and planning. Its
platforms will collect, process, and analyse data from heterogeneous informa-
tion sources to provide situational awareness and a comprehensive common
operational picture (COP) to support planning, decision-making processes, and
co-ordination of EU member states.

On the other hand, France, Germany, and Spain have agreed to jointly devel-
op the Next-Generation Weapon System (NGWS) element of their Systeme de
Combat Aérien Futur (SCAF) FCAS programme, called Remote Carriers. First
flight demonstrations of the European SCAF/FCAS programme are intended to
occurin 2027 and the final proposed design is slated to be frozen in 2030 ahead
of a proposed in-service date of between 2040 and 2045. The programme will
include the Eurodrone (also called the EuroMALE—European Medium-Altitude
Long-Endurance [MALE] Remotely Piloted Aircraft System [RPAS]), an ultra-low
observable unmanned combat aerial vehicle (UCAV), future cruise missiles, and
legacy platforms operating in the future battlespace.

Operational vulnerability

Implementing IoMT is not without substantial challenges. Complexity aris-
es from the increasing scale, functionalities, and interdependence of the net-
worked elements, as well as from the speed and volume of data collection and
production of new information. The new speed of war—driven by automat-
ed battle networks and increased computing power—is cyber speed, where
network attacks and electronic warfare dominate the information landscape. In
addition, despite the capabilities that IoMT offers to defence applications, oper-
ational vulnerability is the most critical concern.

Another challenge presented by interconnecting different types of weapons
and warfighters is that battlefield scenarios require real-time decisions and re-
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sponses. Fault tolerance is low and failures in communication nodes are cata-
strophic. Back-ups, digital twins, and alternative communication pathways must
be established and secured. In addition to 'things"and loMTs that forces own
and control, they may also need to use military, commercial, industrial, or ad-
versary loTs that they do not own or fully control. Authentication would need to
accommodate deceptive data and counter advanced persistent threats (APTs).
New elements would need to be secured and updated regularly to prevent APT
incursions, which are increasingly frequent, complex, and subtle.

If the awareness-to-decision-to-response chain of modern war-
fare is to accelerate to cyber speed, machine-human teaming
with Al-boosted analysis and edge computing in-theatre is re-
quired.

In addition, with loMT implementation the number of battlefield interactions
between constituent things will increase over time. Commercial and industrial
protocols that are useful for scaling are unlikely to be effective in the resource-re-
stricted environment of a battlespace where throughput may be limited. The
processing and computational requirements are also likely to increase, which
makes real-time responses and outputs more unlikely.

Interoperability, energy efficiency, and quality of service are also considerations.
The dynamic nature of interoperability—whether between US forces or EU
member states—is challenged not only by the different applications and devic-
es used in the battlefield, but also the diverse operational and equipment stan-
dards that stem from the devices of different manufacturers of various allies, all
of which may not be operating at the same level of technological advancement.

Developing a small form factor for wearable devices without degrading user
experience is another challenge, especially since reducing size and weight gen-
erally also reduces battery capacity as well as charging and cooling capabilities.
The US Army has noted its interest in loMT for diverse and dynamic missions
that will require rapid deployment and adaptation in environments with high
mobility, resource constraints, and extreme heterogeneity in very dense and
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sparse environments. Degraded transmission quality or drops in real-time anal-
ysis would indicate a failure of the entire matrix.
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Conclusion

Despite all the challenges, the march towards interconnectivity seems inexora-
ble. Such disruptive shifts in military thinking coincide with the offset strategy
that drove nuclear superiority in the 1950s (First Offset) or the military over-
match provided by guided munitions and battle networks during the 1970s
and 1980s (Second Offset). When the US DoD started to think about a Third
Offset strategy in 2014, Al, autonomous systems, and human-machine teams
were recognised as critical to gaining tempo. As strike velocities and ranges
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increase alongside the speed and volume of accessible data, pervasive inter-
connectivity, interoperable networks, and improved standards of unmanned/
manned coordinated behaviour will set new foundations for achieving air pow-
er superiority.
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